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Abstract: Wireless sensor networks and cellular automata both
are unconventional computing models. We can use cellular
automaton based localized algorithms to solve various
optimization problems of wireless sensor networks. In wireless
communication, the requirement of security and privacy is the
must. The usage of cryptography characteristics of cellular
automata is still not much explored in WSN. Hence we present a
symmetric key cryptography technique of block cipher using
cellular automata rules applied to sensor data. Based on CA state
transitions certain fundamental transformations are defined
which are block ciphering functions of the proposed enciphering
scheme. Different rule configurations are used to form group
cellular automata that would be used for encryption and
decryption. This algorithm can be used to send any confidential
data that is captured by WSN for example in military
application.
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I. INTRODUCTION
A. WSN

Due to the advancement of sensor communication technology,
wireless sensor networks have been wused in many
applications. [1] The sensors are the main components of a
wireless sensor network. A sensor is a very low-cost small
device that has limited battery power, short communication
range, limited processing power and limited memory. A
wireless sensor network (WSN) forms a distributed
information processing system that gathers and processes
different attributes of the network, for example, humidity,
temperature, etc. A traditional wireless sensor network also
includes single or multiple base stations that gather data from
the sensors. Each sensor of a sensor network has a sensing
radius and a communication radius. A sensor can sense or
monitor the region that falls within its sensing radius and
communicates with other sensors that are within its
communication radius. The sensors with whom a sensor can
communicate are called the neighbors of the sensor. A typical
wireless sensor network consists of hundreds, or even
thousands, of sensors[2]. These sensors are deployed in the
monitored area and typically centralized controls are absent
on these sensors. These nodes are also unattended due to
typical applications of sensor networks, it is not possible to
have a human operator to directly attend to individual sensors.

The sensors use each other (multi-hop communication) to
route the information that they sense to the base stations for
further processing.

B. CELLULAR AUTOMATA

Cellular automata [1] is an infinite lattice of cells capable of
storing one bit at a time. Each cell has a capability to transit
into a new state depending upon its own state and that of its
neighbor. Formally a cellular automaton is defined as three-
tuple (S, T, N) where S is a finite and non-empty set of states,
T is the finite and non-empty set of transition rules and N is
the non-empty and finite set of neighborhood cells. A CA
consists of a regular uniform n-dimensional array of cells
where every cell can take values either 0 or 1. Each cell
evolves in each time step (discrete steps) depending on some
combinational logic on itself and its neighbors. Such a CA is
called three-neighborhood CA. [4] The combinational logic is
called the rule of the CA.

In case of 1-D, three neighborhoods, two states (0 and 1) CA,
the number of all possible uniform rules is 28. These rules are
enumerated using Wolfram’s naming convention[5] from rule
number 0 to rule number 255 and can be represented by a 3-
variable Boolean function. Among the rules, rule 51, rule 60
and rule 102 are used in this paper to design the encryption
algorithm. [2]
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Rule | 111 | 120 | 201 | 200 | 021 | 020 | 001 | 000
51 0 0 1 1 0 0 1 1
60 0 0 1 1 1 1 0 0
102 | © 1 1 0 0 1 1 0
150 | 1 0 0 1 0 1 1 0
153 | 1 0 0 1 1 0 0 1
195 | 1 1 0 0 0 0 1 1
90 0 1 0 1 1 0 1 0
204 | 1 1 0 0 1 1 0 0
Table: Example of next state transition rule
The corresponding rules are called complemented rules.
Rule 51 Zi1(X)= Z; (X)
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Rule 60 Z1(X) = Z(X) D Zy(x-1)

Rule 150 Zi(X)= Zy(x-1) PZ(x) PZ(x+1)
Rule 102 Zi1(X)= Z(x+1) D Zy(x)

Rule 153 Zia(X)= Zy(x+1) €D Zy(x)

Rule 195 Z1(X)= Zy(X) B Zy(x-1)

Rule 90 Zi1(X)=Z(x-1) P Zt(x+1)

Rule 204 Zi1(X)= Zy(X)

A cellular automata [1] is an infinite collection of cells made
of mono-stable multi-vibrators. Each cell transits into a new
state depending upon transition function that maps each cell’s
present state into a new state based on its currents states of
neighbors and that of its own. Here we can consider an
example of two states (0 and 1) and 3 neighborhood one
dimensional CA.

The first row displays three possible neighboring cell values at
timestamp t. 2nd to 6th row gives the equivalent state of x th
cell at timestamp t+1. Suppose we consider an array of n cells
with degree n-1, and its cell value is a0, al, a2,.., an-1, where

aj ={0,1}. Let us consider, Pt(X) and Pt+I1(X) describe the CA
state at t - th and (t+l) - th clock cycle. T is the characteristic
matrix of CA, which contains rules of all cells. The
characteristic matrix T is a n x n (for n cells) square matrix
constructed according to the rule of each cell ina CA. The i-th
row assigns a rule applicable to the i-th cell. If i-th cell's next
state rely on a certain cell, then the latter's corresponding
position in matrix T is set to '1', otherwise, it is set to '0'.

Mathematically, the next state transition can be represented as
follows:

[Zt+1()]=[TT*[Zt(x)]

A total of 256 such rules can be formed for one dimensional, 3
neighborhood cellular automata with radius r=1[12]. The
CA"s can be of many types viz. Additive, non- additive,
periodic boundary, null boundary, programmable CA[4],
group CA etc.

Each sensor[1] node | within M, collects observed data ui
from sensed data si under noisy environment given by,

Ui=si + ni

Where node i extracts the observed data ui under Additive
White Gaussian Noise (AWGN) channel. Once each sensor
node extracts the observed data ui, it transmits ui to Cluster
head[2] node of the cluster at each time stamp t. The cluster
Head node stores the observed data ui in a matrix U. [7] U
is the matrix where the observed data ui is stored as a block
of sensed data under a given time interval t given by;
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Fig : Architecture of system
The architecture of System :

e The proposed system consists of a source which is
any sensor node deployed in a geographical region.

e The source that is Wireless Sensor Network
collects the raw data from the region.

e  The Wireless Sensor Network makes use of
MEMS (Micro Mechanical System).

e The Micro Mechanical System extracts the raw
data from the geographical region.

e This collected raw data is encrypted before it is
sent through the channel.

e The data is encrypted using symmetric key block
cipher cryptography technique.

o Different Cellular Automata rules are performed
on data to encrypt the data.

I1l. IMPLEMENTATION

To make it more secure the proposal consists of a combination
of 4 CA rule on a stream of 8 bits. The stream of 8 bits is
divided into a group of 2,3,2,1 bits respectively. Then the CA
rules are applied to those groups of bits. We have formed 4
combinations of different CA rules. These 4 rules will change
periodically after every 4 packets of data.The combination of
rules used in the proposed system are as follows:

i. 51102 195 153
ii. 153 150 90 204
iii. 51 150 102 153

www.ijltemas.in

Page 121



International Journal of Latest Technology in Engineering, Management & Applied Science (IJLTEMAS)
Volume VI, Issue IV, April 2018 | ISSN 2278-2540

iv. 60 150 195 57

Let us consider the decimal number 181 to be
encrypted, Binary representation of 181 is,

1 0 1 1 0 1 0 1

After this the combination of rules are applied on this binary
representation:

Combination 1:

1 0 1 1 0 1 0 1

51 102 195 153

IV. ADVANTAGES OF OUR SCHEMA

e Using simple Cellular automata[2] mathematical
model to implement the complex system.

e The encryption and decryption is performed using
simplest technique that is EXOR which generates
highly secured encrypted data

e The schema is resistant to various cryptanalysis
attacks like Brute-force attack its variants.

e The schema is also resistant to linear cryptanalysis
attacks.

e Strong mathematical model in the field of wireless
sensor networks security.

Matrix form of encrypted and decrypted data is shown as
follows:-

= mao0o* e @

String input data,encrypted form & decrypted form

AR BAAAAAAARARAAAAAA,
o

miEd i G0”

V. FUTURE SCOPE

In a wireless sensor network scenario, the sensor data are
encrypted using symmetric key block cipher encryption
technique and transmits the encrypted data to the Base
Station. The proposed methodology shows  better
performance in terms of implementation and generation of
cipher text.[11]
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The proposed methodology is resistant to brute force attack
and linear cryptanalysis attacks. It also reduces the memory
space in the Wireless Sensor Network.

This work might be extended in distributed clustering
algorithms where data is encrypted using an asymmetric key.
Different keys are used on the sender side and the receiver
side for performing encryption and decryption.

In future this work can be extended for security in Underwater
Wireless sensor networks (UWSN) where the UWSN is used
to monitor the different aspects of seas, lakes etc. where the
sensors are either static or dynamic in nature so the security’s
very important concern in UWSN and it is relatively very new
filed of WSN many NAVAL base application demands
UWSN

VI. RESULT
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