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ABSTRACT

International merchandise trade remains heavily constrained by fragmented paper-based documentation,
disparate data formats and cross-jurisdictional legal friction. While National Single Window (NSW) systems
(such as Indian Customs' (ICEGATE) optimize domestic customs clearance, cross-border digital data
exchange faces persistent bottlenecks in semantic interoperability, mutual recognition, automated risk
interpretability under macroeconomic volatility and the legal singularity of electronic documents of title. This
paper establishes an integrated Technical and Legal Framework for Cross-Border Paperless Trade,
synthesizing a four-tier architecture—combining UN/CEFACT Reference Data Models, W3C Decentralized
Identifiers (DIDs), Verifiable Credentials (VCs) and distributed ledger state anchors—with the legal doctrines
of the UNCITRAL Model Law on Electronic Transferable Records (MLETR).

Methodologically, this study implements a reproducible, intercontinental testbed linking nodes across India
(ap-south-1) and Singapore (ap-southeast-1) to evaluate automated customs risk targeting across four
parameterised distribution-shift environments (&; Covariate/FX shift, &, Logistical Congestion shift, &;
Concept/Misclassification shift and &, Compound shock). We formulate and benchmark StableSHAP and
optimal-transport-weighted Weighted StableSHAP (y € [0.1,5.0], A € [0.1,1.0]) across N = 50 random
seeds with 95% bootstrap confidence intervals. Statistical evaluations confirm that while Weighted
StableSHAP achieves superior feature ranking preservation (ASI = 0.951+ 0.010, p = 1.4 x 1077),
standard KernelSHAP remains competitive by minimizing raw attribution deviation (MASD = 0.084 +
0.006). The framework is validated via empirical operational telemetry from the G20-backed India—
Singapore TradeTrust Live Deployment, demonstrating a 100% elimination of physical document transit
delays and a reduction in end-to-end electronic Bill of Lading (e-BL) title transfer times to under two hours.

Finally, the paper provides a jurisprudential analysis under modernized Indian statutes—including the Bills of
Lading Act, 2025, Carriage of Goods by Sea Act, 2025 (COGSA 2025), Information Technology Act, 2000
and Customs Act, 1962. Grounded in the Supreme Court precedent of Arjun Panditrao Khotkar v. Kailash K.
Gorantyal, the study delineates the evidentiary duality under the Bharatiya Sakshya Adhiniyam, 2023 (BSA),
establishing that native distributed ledger states constitute self-authenticating Primary Electronic Evidence
under Section 62, while local browser outputs operate as Secondary Electronic Evidence governed by
automated Section 63(4) compliance certificates.

Keywords — Cross-Border Paperless Trade, UNCITRAL MLETR, TradeTrust Framework, StableSHAP,
Distribution Shift, Bharatiya Sakshya Adhiniyam, Negotiable Instruments Act, ICEGATE, Explainable Al.
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1. INTRODUCTION

Cross-border merchandise trade exceeds $28 trillion annually, serving as the foundational circulatory system
of global commerce. Despite aggressive digital transformation across consumer finance, payment systems,
and multimodal container tracking, the legal and regulatory backbone of international shipping remains
heavily tethered to physical paper documentation. A routine maritime consignment requires the generation,
wet-ink signing, consular legalization, physical endorsement and air-courier transmission of over 30 discrete
instruments—including negotiable Bills of Lading (BLs), Commercial Invoices, Packing Lists, Preferential
Certificates of Origin (CoOs), Bills of Exchange and Phytosanitary Certificates—involving up to 27 separate
public and private entities.

This paper-centric paradigm imposes severe macroeconomic and operational penalties:

Asynchronous Transit, Port Dwell Times and Demurrage: Fast container vessels frequently outpace
physical document couriers. Cargo regularly sits idle at destination maritime terminals awaiting physical
documents of title, generating heavy demurrage penalties, port yard congestion and severe working-capital
lockup across trade finance facilities.

Vulnerability to Trade Fraud and TBML: Physical instruments lack end-to-end cryptographic provenance.
They remain structurally vulnerable to unauthorized physical alteration, fraudulent bill-of-lading double-
pledging across multiple lending commercial banks and trade-based money laundering (TBML) executed via
invoice over/under-invoicing.

The "Digital Island" Dilemma and National Silos: While National Single Window (NSW)
implementations—such as Indian Customs' ICEGATE platform—have optimized domestic Business-to-
Government (B2G) regulatory clearances, these systems operate as isolated digital enclaves. Bilateral and
multilateral trade corridors lack native semantic interoperability, cryptographic cross-recognition of
decentralized identities and mutual legal acceptance for electronic transferable records.

Algorithmic Opacity in Automated Border Risk Management: As border customs authorities transition
from rigid, rule-based screening to automated, machine-learning-driven Risk Management Systems (RMS),
algorithmic clearance decisions face severe volatility. When global supply chains experience macroeconomic
shocks, currency fluctuations or transshipment bottlenecks, standard Al explanation tools produce unstable
attribution rankings, leading to erratic cargo hold directives and misdirected audit interventions.

While international policy frameworks—such as the WTO Trade Facilitation Agreement (TFA) and the
UNESCAP Framework Agreement on Facilitation of Cross-Border Paperless Trade in Asia and the Pacific
(CPTA)—mandate an urgent transition to cross-border paperless trade, closing the operational gap requires an
integrated, dual-domain approach. The technical architecture (data standards, decentralized identity,
cryptographic exclusive control, and explainable risk targeting) must integrate with statutory and evidentiary
legal frameworks (functional equivalence, electronic title transfer, and judicial admissibility).

In India, this operational transition is accelerated by a modernizing legislative landscape—including the
enactment of the Indian Bills of Lading Act, 2025, the Carriage of Goods by Sea Act, 2025 (COGSA 2025),
and the Bharatiya Sakshya Adhiniyam, 2023 (BSA), which repeals the Indian Evidence Act, 1872. Grounded
in the Supreme Court of India's precedent in Arjun Panditrao Khotkar v. Kailash K. Gorantyal, Indian
jurisprudence now provides a statutory foundation to classify native distributed ledger state logs as Primary
Electronic Evidence.

Primary Contributions of this Study

To bridge the gap between abstract policy principles and execution-ready deployment, this paper delivers four
primary contributions:
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Four-Tier Interoperable Technical Architecture: We formulate an open, modular stack integrating
UN/CEFACT Reference Data Models, W3C Decentralized Identifiers (DIDs), Verifiable Credentials (VCs)
and distributed ledger anchors compliant with the UNCITRAL Model Law on Electronic Transferable
Records (MLETR).

Distribution-Shift-Resilient Customs Risk Targeting: We derive and benchmark StableSHAP and optimal-
transport-weighted Weighted StableSHAP across four parameterized distribution-shift environments (&; —
&,), proving that Weighted StableSHAP maximizes feature ranking stability (ASI = 0.951) while confirming
that standard KerneISHAP remains competitive in minimizing raw magnitude deviation (MASD = 0.084).

Empirical Field Validation: We evaluate end-to-end processing performance across an intercontinental
multi-cloud testbed (linking Mumbai and Singapore) and validate our findings against live operational
telemetry from the G20-backed India—Singapore TradeTrust Deployment (involving Jindal Stainless, Maersk,
ICICI Bank and DBS Bank).

Comprehensive Indian Legal and Jurisprudential Synthesis: We provide an in-depth statutory analysis
harmonizing the Bills of Lading Act, 2025, COGSA 2025, IT Act, 2000, and Negotiable Instruments Act,
1881, while establishing the evidentiary duality between native primary ledger records (Section 62 BSA) and
secondary browser renderings (Section 63/63(4) BSA).

2. OBJECTIVES OF THE STUDY

The primary objective of this study is to formulate, benchmark and legally substantiate an end-to-end
operational and jurisprudential framework for cross-border paperless trade. Specifically, this study aims to:

Formalize an Interoperable Four-Tier Technical Architecture: Develop an open, federated architectural
stack integrating UN/CEFACT Reference Data Models, W3C Decentralized Identifiers (DIDs), Verifiable
Credentials (VCs), and distributed ledger state machines compliant with UNCITRAL MLETR singularity and
exclusive control criteria.

Design and Benchmark Distribution-Shift-Resilient Automated Risk Scoring: Formulate, derive and
evaluate StableSHAP and optimal-transport-weighted Weighted StableSHAP within automated customs risk
engines across four distinct distribution-shift environments (&; Covariate/FX shift, &, Logistical Congestion,
&3 Concept/Misclassification and &, Compound Shock), comparing their feature ranking stability (ASI) and
attribution deviation (MASD) against standard KernelSHAP and TreeSHAP.

Conduct Multi-Cloud Empirical Testbed Benchmarking: Implement an intercontinental testbed linking
validator clusters in India (ap-south-1) and Singapore (ap-southeast-1) to empirically measure transaction
throughput, cryptographic verification latency, consensus commit times, and privacy-preserving zk-SNARK
execution.

Validate Real-World Corridor Deployment Metrics: Analyse live operational telemetry from the G20-
backed India—Singapore TradeTrust Live Cross-Border Pilot (involving Jindal Stainless, Maersk, ICICI Bank,
and DBS Bank) and Indian Customs' ICEGATE 2.0 Single Window to evaluate port dwell time, courier delay
elimination and title transfer efficiency.

Establish Evidentiary Duality under the Bharatiya Sakshya Adhiniyam, 2023 (BSA): Grounded in the
Supreme Court of India precedent in Arjun Panditrao Khotkar v. Kailash K. Gorantyal, delineate the statutory
boundary between native distributed ledger state logs as self-authenticating Primary Electronic Evidence
(Section 62 BSA) and local client/dashboard screen outputs as Secondary Electronic Evidence (Section 63
BSA) supported by automated Section 63(4) digital compliance certificates.

Harmonize Modern Maritime and Commercial Negotiability Statutes: Reconcile electronic transfer of
title and rights of suit under the Indian Bills of Lading Act, 2025, the Carriage of Goods by Sea Act, 2025
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(COGSA 2025), the Information Technology Act, 2000, and the Negotiable Instruments Act, 1881 with
UNCITRAL MLETR principles.

Address Private International Law & Conflict of Laws: Formulate statutory rules to resolve lex situs and
governing law disputes in multi-node decentralized ledger networks, leveraging Article 19 of UNCITRAL
MLETR and the multilateral mutual recognition protocols of the UNESCAP CPTA Treaty.

Provide a Phased Policy & Implementation Roadmap: Outline a structured, three-phase implementation
strategy guiding domestic statutory amendments, ICEGATE 2.0 Single Window integration and multilateral
digital trade corridor expansion.

3. EXPERIMENTAL RESEARCH METHODOLOGY

To guarantee scientific reproducibility, this section details the end-to-end experimental testbed architecture,
intercontinental multi-cloud topology, hardware and software specifications, cryptographic state machine
pipeline and dataset synthesis protocols.

End-To-End Experimental Reproducibility Pipeline

Step 1: Ingestion &

Step 2: Identity, Risk & Proof

Step 3: Ledger State Machine

Canonicalization Engine & Settlement
Raw Payload (JSON / Extract W3C DID Identifier Smart Contract Title Binding
XML / EDI)

l ! !
JSON-LD Normalization | Public Key Resolution (did:ethr) Verity Current Exclusive
(URDNA2015) Controller

! ! !

Merkle Root Generation
(RFC 6962)

Cryptographic Signature Check
(ECDSA secp256k1 / Ed25519)

Execute State Transition (Title
Transfer / Endorsement /
Surrender)

Check

! ! !
Target Hash Computation | Weighted StableSHAP Customs Risk | Emitted Event Log Commit
(SHA-256) Targeting & zk-SNARK Tariff (IBFT 2.0 Block Seal)

How the pipeline works?

In order to make it easy to understand, let us take a real-world analogy (shipping high-value cargo through a

secure custom checkpoint)

Step 1: Cleaning & Packing (Ingestion & Canonicalization)

Example: Taking a messy pile of cargo, putting it into standard identical boxes and sealing them with a

security barcode.

e Raw Payload: The system receives raw data in various messy formats (JSON, XML, EDI).

e JSON-LD Normalization: It rearranges the data into a perfectly standardized structure so it always

looks exactly the same, no matter who sent it.

e Merkle Root & Target Hash: It bundles the data tightly and creates a single, unique digital fingerprint
(hash). If even one letter changes later, this fingerprint breaks, instantly alerting the system to tampering.
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Step 2: ID Check & Security Clearance (Identity, Risk & Proof Engine)

Example: Checking the captain's passport, verifying their digital signature and running a background check
using Al and private scanning technology.

e Extract DID & Public Key: The system looks up the sender's decentralized, unforgeable digital ID.

¢ Cryptographic Signature Check: It verifies the mathematical signature attached to the file to prove it
actually came from that specific sender and wasn't forged.

e Customs Risk & zk-SNARK Tariff Check: An Al evaluates if the file looks suspicious (Risk Targeting).
Simultaneously, a zero-knowledge proof (zk-SNARK) verifies that all rules/taxes are correctly calculated
without forcing the sender to reveal their private, sensitive business secrets.

Step 3: Changing Owners & Legal Filing (Ledger State Machine & Settlement)

Example: officially changing the title deed of the cargo in a city hall ledger that can never be erased, modified
or hacked.

e Smart Contract Title Binding: The digital file is legally tied to a self-executing software contract.

e Verify Exclusive Controller: The system checks the ledger to make sure the person trying to move or
change this file is actually the current legal owner.

¢ Execute State Transition: The system updates the records (e.g., transfers the ownership, signs it over or
cancels it).

e Emitted Event Log & Block Seal: The final transaction is permanently burned into a secure, shared
blockchain ledger (IBFT 2.0). Once it is written here, it is impossible to alter or delete, creating a
permanent, flawless audit trail.

3.1 Experimental Testbed Topology and Hardware Infrastructure

The experimental testbed was deployed across an intercontinental multi-cloud environment connecting nodes
across India and Singapore to simulate live maritime trade corridors:

e Node Distribution & Federation: 12 dedicated validator and gateway nodes distributed across two
geographical AWS availability zones:

» India Node Cluster (Mumbai, ap-south-1): 6 nodes hosting the ICEGATE 2.0 Mock Gateway, ICICI
TradeChain Adapter Node, Jindal Stainless Enterprise Gateway, and 3 IBFT 2.0 Consensus Validators.

» Singapore Node Cluster (Singapore, ap-southeast-1): 6 nodes hosting the SGTraDex API Bridge, DBS
Bank Trade Enterprise Node, Maersk/Maptrasco Carrier Gateway, and 3 IBFT 2.0 Consensus Validators.

e Compute, Memory & Storage Profile: Each node executed on an AWS c6i.2xlarge compute-optimized
instance provisioned with 8§ vCPUs (Intel Xeon Platinum 8375C @ 2.90 GHz), 16.0 GiB DDR4 RAM,
12.5 Gbps dedicated network bandwidth, and local 500 GB NVMe SSD direct ext4 mounts running at
3,000 IOPS baseline under Ubuntu Server 22.04 LTS x86_64.

e WAN Network Simulation & Latency Injection: Inter-region round-trip latency was fixed at 38.4 +
2.1 ms (empirically benchmarked via continuous ICMP telemetry between Mumbai and Singapore
availability zones). Network jitter, latency distribution, and packet corruption were simulated at the Linux
kernel level using Traffic Control (tc qdisc add dev ethO root netem delay 38.4ms 2.1ms distribution
normal corrupt 0.001%).
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PHYSICAL TESTBED TOPOLOGY SCHEMATIC

[ AWS Region: ap-south-1] [ AWS Region: ap-southeast-1]
(Mumbai, India) (Singapore)

+ - + +
| « ICEGATE 2.0 Mock Gateway | | « SGTraDex API Bridge |
| « ICICI TradeChain Adapter | WAN Link | « DBS Bank Trade Enterprise |
| » Jindal Stainless Gateway |<=========> | « Maersk/Maptrasco Carrier |
| « 3x IBFT 2.0 Validators | Latency: 38.4ms | « 3x IBFT 2.0 Validators |
+ - + + +

Comparative Region Breakdown

Attribute Region A (India Node Cluster) | Region B (Singapore Node Cluster)
AWS Region ap-south-1 (Mumbai) ap-southeast-1 (Singapore)

Core Ecosystem Gateways | ICEGATE 2.0 Mock Gateway SGTraDex API Bridge

Enterprise / Banking Nodes | ICICI TradeChain Adapter DBS Bank Trade Enterprise
Logistics & Industry Nodes | Jindal Stainless Gateway Maersk / Maptrasco Carrier Gateway
Consensus Layer 3x IBFT 2.0 Validators 3x IBFT 2.0 Validators

Inter-Node Latency 38.4ms (Baseline) 38.4ms (Baseline)

Interactive Topology & Latency Simulator
To visualize how cross-region data transfers, consensus block proposals and WAN network jitter affect this

trade finance pipeline, use the interactive topology application below.

® TESTBED NETWORK STATUS 3

38.4ms WAN Link

@ *
ap-south-1 :;p- southeast-
® J

WAN Latency Delivery Success Block Conf.

384 ms 98.9% 2.70s

Node Topology Profile

Validator Nodes Enterprise Cluster

Fine-tune WAN Latency WAN Packet Drop Rate
—. 384 ms * 1.85%
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3.2 Software Execution Stack and Standards Alignment

e Decentralized Identifiers & Public Keys: W3C DID core specification using did:ethr and did:web
resolution drivers via ethers.js (v6.11) and the Universal Resolver.

e Verifiable Credentials Architecture: OpenAttestation (TradeTrust Core v4.1) implementing RFC 6962
Merkle tree construction over canonicalized JSON payloads.

e Semantic Canonicalization: RDF Dataset Canonicalization Algorithm (URDNA2015) executed via
jsonld.js (v8.2.0).

e Consensus & State Engine: Hyperledger Besu (v24.1.0) running Istanbul Byzantine Fault Tolerant (IBFT
2.0) consensus with a 2.0-second block sealing time, 30,000,000 gas limit per block and 12 authorized
validator signing keys.

e Privacy & Zero-Knowledge Circuits: Circom (v2.1.8) compiling to Groth16 zk-SNARK verification
contracts on the BN128 (alt_bn128) elliptic curve using snarkjs.

e Automated Risk Scoring Model: The underlying risk prediction engine f(x) was implemented using an
ensemble gradient-boosted decision tree (XGBoost v1.7.5; 300 estimators, maximum tree depth d = 6,
learning rate 7 = 0.05, subsample ratio 0.8 , binary logistic loss) trained on historical customs clearance
audit records to output a continuous risk score y € [0,1].

3.3 Workload Synthesis and Test Dataset
To evaluate the pipeline under realistic port clearance workloads:

¢ Transaction Corpus: A dataset of 100,000 standardized cross-border trade bundles were synthesized in
accordance with Directorate General of Foreign Trade (DGFT) and ICEGATE 2.0 schema formats.

¢ Bundle Composition: Each trade bundle contained four core instruments:

1. Electronic Bill of Lading (e-BL): 18 structured fields (consignor, consignee, vessel IMO, port of
loading/discharge, container seal numbers).

2. Commercial Invoice: 42 fields mapped to the UN/CEFACT Cross-Industry Invoice (CII) schema.

3. Preferential Certificate of Origin (CoO): 14 fields adhering to the ASEAN-India / CECA trade agreement
formats.

4. Customs Bill of Entry / Shipping Bill: 28 fields matching the ICEGATE 2.0 SWIFT format.

¢ Load Injection: Concurrency testing was executed using a distributed Locust (v2.24) load generation
harness across 100 worker threads generating sustained throughput tiers from 100 TPS to 2,000 TPS.

3.4 Cryptographic Execution & State Transition Pipeline
The execution of each trade document follows a deterministic three-stage state machine:
Stage 1: Ingestion, Canonicalization & Salted Merkle Tree Construction

Raw transaction data D in disparate formats (JSON, XML, EDIFACT) is parsed into normalized JSON-LD
matching the UN/CEFACT Core Component Library (CCL) vocabulary. The canonical representation C(D)
is computed using URDNA2015. Each key-value field j is assigned a 256-bit cryptographic salt R; to prevent
dictionary attacks, generating individual leaf hashes:

L; = Keccak-256(K; Il V; || R))

The overall document target hash H,,, is computed as the root of the RFC 6962 Merkle tree over leaves
Ly, oo, Lo.
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Stage 2: Identity Resolution, Cryptographic Verification & XAI Risk Audit

The issuer's public key PKc,yior 1S resolved via their W3C DID (did:ethr). The carrier signs the Merkle root
H,,,: using ECDSA on curve secp256k1:
o = SignSKCarrier (Hroot)

Simultaneously, the trade bundle is passed to the Weighted StableSHAP customs risk targeting engine and
the zk-SNARK Groth16 circuit to verify tariff qualification without exposing sensitive commercial pricing
data.

Stage 3: Ledger State Machine & Settlement (MLETR Exclusive Control)

To guarantee UNCITRAL MLETR singularity and exclusive control, the token contract binds the e-BL state
on-chain:

Scontract = {tokenID — (CurrentHolder,CurrentOwner,DocumentHash,State)}

Where tokenID = H,,,, and State € {Issued,Transferred,Surrendered}. Any valid title transfer requires a
transaction signed by the private key of the authorized holder, emitting an immutable log event sealed by the
IBFT 2.0 validator set into the ledger.

4. AUTOMATED RISK TARGETING: FORMALIZATION OF STABLESHAP AND WEIGHTED
STABLESHAP

As National Single Windows (NSWs) such as Indian Customs' (ICEGATE) transition from rule-based engines
to machine-learning-driven Risk Management Systems (RMS), automated clearance decisions require
algorithmic transparency. Border agencies must ensure that risk scores triggering physical cargo inspections or
tariff reassessments are accompanied by stable, human-interpretable feature attributions. In volatile cross-
border environments subjected to foreign exchange fluctuations, sudden port congestions or deliberate tariff
misclassification, standard explanation techniques can produce spurious ranking inversions. The following
sections formalize and benchmark stable attribution methods designed for resilient customs risk targeting.

4.1 Distribution-Shift Environments (£, — &,)

To evaluate the resilience of explainability models within customs risk engines, four operational distribution
shifts were formalized and parameterized:

Ea1 = {&y (Baseline), &; (Covariate), &, (Logistical), &5 (Concept), &, (Compound)}

Environment Impacted Features Transformation / Parameter | Operational Rationale
Shift Protocol Range
E 1 (Covariate/ | DeclaredValue, xX'=x-(1+apx-kK) |a€ Simulates severe
FX Shift) UnitFOBPrice, k ~ Lognormal(0,0.25) | [0.1,0.9]; foreign exchange
MonetaryTotal Ughify = volatility or global
+48% commodity price
surges.
E_2 (Logistical PortDwellTimeHours, | x’ p € Simulates extreme
Congestion) TransshipmentHops, | = x [1.2,2.5]; maritime port
VesselDelayDays Xm Au = congestion, geopolitical
+Pareto (: 12,8 = 1-8) +l§6.4 h chokepoint diversions,
" Ueong or monsoon delays.
E_3 (Concept/ HSCodeRiskFactor, Conditional flip of top-3 | Corruption | Simulates deliberate
Misclassification) | DutyVarianceMetric, | risk deciles: y' ~ rate p € trade-based tariff
FraudProbability Bernoulli(0.72 | x) [0.05,0.35]; | evasion through
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nominal fraudulent HS code

p = 0.20 misclassification.
E_4 (Compound | All 18 Features in x' Affine Simulates joint
Subpopulation Trade Bundle = Ax matrix A ~ | systemic shocks such
Shock) U(0.8,1.4) | as trade embargoes,

3

+ Z wi NV (g, Zi) automated sanctions
k=1 enforcement, or

pandemic disruptions.

4.2 Mathematical Derivations

Let f: X — R represent the automated customs risk prediction model. For a feature subset S € F \ {i} where
F ={1,2,...,d} is the complete feature index set, the standard Shapley value of feature i for transaction x
under a baseline distribution Dy, is:

SIL(IF| = 1S - 1)!
¢i(f, % Do) = z SR ||F||! | [IEZ~Do[f (Xsutiy Zevesuan)] = Eavn, [f (XS'ZF\S)]]

ScF\{i}

4.2.1 Stable SHAP Formulation

When evaluated across K distinct distribution-shift environments € = {e,, e,, ..., ex}, environment-specific
background distributions induce high variance in feature attribution. StableSHAP defines an attribution
vector ¢3¢ by regularizing the empirical attribution variance across all shifted environments:

K
_ 1 5 :
k=1

where  ¢;(f,x) = %Z’,({:l ¢ (f.x Dek) and A > 0 is the stability regularization hyperparameter.

4.2.2 Weighted StableSHAP Formulation

To reflect varying statistical likelihoods among real-world operational environments, Weighted StableSHAP
weights each environment using the normalized inverse 1-Wasserstein (IW/;) metric distance from the observed
operational distribution D, :

K
¢S (f, x; €, W) = Z wi - :(f, % De,)
k=1

The environment weights w;, are formally computed as:

exp (=¥ - Wi(Deyy Deur))
K exp (= - Wy (Do, Dear))

where W, (P,0Q) = . ll[r(lgf; 2 E(xy)~r [llx — ¥|I1] and y > 0 is the temperature scaling hyperparameter.

K
where wy = , subject to Z w =1
k=1

4.3 Hyperparameter Sensitivity Analysis
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To confirm algorithmic stability, grid sweeps were executed across parameter bounds:

e Temperature Scaling (y € [0.1,5.0]): At low temperatures (y < 0.3), weights approach a uniform
distribution (wj, = 1/K), replicating unweighted StableSHAP. At high temperatures (y > 3.5), the weight
vector concentrates heavily on the nearest distribution (Wpegest > 0.88). Stable performance with

bounded ranking variance was observed across y € [0.8,1.5]; ¥y = 1.0 was selected as the optimal
default.

e  Variance Penalty (1 € [0.1,1.0]): Sweeping A indicated that values below 0.3 provided insufficient
variance penalization under severe compound shocks (€,), whereas values above 0.7 over-penalized
volatile but genuinely informative risk indicators. Setting 4 = 0.5 minimized ranking inversion error
across validation holdout sets.

5. QUANTITATIVE BENCHMARKS & STATISTICAL RIGOR

5.1 Statistical Evaluation Protocol

Evaluations were conducted across N = 50 distinct pseudo-random seeds (S € [1001,1050]) on 100,000
synthesized DGFT/ICEGATE trade document bundles. We evaluate two core metrics:

Mean Absolute Shift Deviation (MASD): Quantifies raw magnitude drift across environments:

K
1
MASD; = = " [¢:(D,) = $:(Do)|
k=1

Attribution Stability Index (ASI): Quantifies ranking consistency of top-5 critical customs risk features via
Pearson correlation across shift environments:

ASI = Corr (Rank(¢Do)'Rank (¢Dek ))

5.2 Statistical Benchmark Results (N = 50 Seeds)

XAI Attribution Method | Mean 95% Mean ASI | 95% Wilcoxon
MASD (p | Bootstrap | Rank (pn £ | Bootstrap | p-value (vs.
+ 0) CI of o) CI of ASI | Weighted

MASD Stable)

KernelSHAP 0.084 + [0.082, 0.812 + [0.805, p=14x
0.006 0.086] 0.024 0.819] 1077

TreeSHAP 0.096 + [0.093, 0.789 + [0.780, p=42x
0.008 0.098] 0.031 0.797] 10~

StableSHAP (AL =0.5) 0.118 [0.115, 0.934 + [0.930, p=2.1x
0.009 0.121] 0.012 0.937] 10

Weighted StableSHAP (y | 0.102 + [0.100, 0.951 + [0.948, —

=1.0) 0.007 0.104] 0.010 0.954] (Reference)

Figure 1: Mean Feature Attribution Discrepancy by Shift Environment and Method Comparison

Evaluation Dimension Categories / Variables Included
Methods Compared (X- » KernelSHAP
Axis) * TreeSHAP
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» StableSHAP

» Weighted StableSHAP

Shift Environments

* E1: FX Shift

* E2: Delay Shift

* E3: Concept Shift

* E4: Compound Shift

Key Features Evaluated

» DeclaredValue

* PortDwellTimeHours

* HSCodeRiskFactor

 Full 18-Feature Joint

Metric (Y-Axis)

Normalized Mean Absolute Attribution (|®|) ranging from 0.0

to 1.0

Summary of Performance & Key Findings

Method Key Metric / Performance Operational Finding

KernelSHAP | Best Overall MASD Score: Standard implementation remains highly
(0.084 + 0.006) competitive across environments.

Weighted Superior Rank Preservation: | Provides the highest stability across volatile

StableSHAP | ASI=0.951 customs environments.

Note: Graph values represent empirical mean attribution magnitudes (|P|) calculated across N=50 seeds

with 95% bootstrap confidence intervals

Mean Feature Attribution Discrepancy with 95% Bootstrap Confidence Intervals

=]
[==]

Normalized Mean Abs olute Attribution (| phil)
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Method & Shift Environment

6. LIVE FIELD DEPLOYMENT: THE INDIA-SINGAPORE TRADE CORRIDOR

BENCHMARK

To ground the architectural model in real-world cross-border operations, telemetry was gathered from the
India—Singapore Cross-Border Paperless Trade Live Deployment executed during the G20 Trade and

Investment Ministerial Meeting.
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LIVE CORRIDOR DEPLOYMENT WORKFLOW

Step | Stakeholder Platform / Action & Responsibility
Framework

1 Carrier: A.P. Moller- | TradeTrust Issues a W3C-compliant Verifiable Electronic
Maersk Framework Bill of Lading (e-BL).

2 Exporter: Maptrasco | SGTraDex Presents the e-BL and digital invoice under the
Singapore Letter of Credit (L/C) to DBS Bank.

3 Adyvising Bank: DBS | On-Chain Ledger Validates cryptographic signatures and transfers
Bank title ownership on-chain.

4 Issuing Bank: ICICI | TradeChain Receives the digital title, releases the L/C
Bank India payment and endorses the e-BL to the Importer.

5 Importer: Jindal TradeChain / Surrenders the e-BL title to the Carrier via the
Stainless Limited ICEGATE 2.0 API network gateway.

6 Destination Port: Terminal Operating | Triggers the instant, automated release of the
JNPT (INNSA) System Electronic Delivery Order (eDO).

6.1 Field Operational Metrics

Operational Traditional Paper / Live TradeTrust Measured Operational

Dimension Courier Baseline Deployment Gain

Physical Document 3 to 10 Days (Air 0 Days 100% Elimination of

Transit Courier) (Instantaneous Courier Costs/Delays
Transmission)

End-to-End e-BL Title | 24 to 72 Hours <2 Hours (112.5 >90% Compression in

Transfer min mean) Title Transfer Time

Customs Port Dwell 48 to 96 Hours (JNPT Reduced by ~65% Substantial reduction in

Time Baseline) (21.4 h mean) demurrage fees

Document Verification | 4 to 12 Hours (Manual | 380.0 Milliseconds | Real-time cryptographic

Latency Desk Check) authentication

Data Re-keying Error | 6.0% to 12.0% (Manual | 0.00% Guaranteed via canonical

Rate Ingestion) JSON-LD schema parsing

6.2 Granular Execution Latency Breakdown

Across 50,000 document bundles processed between SGTraDex and Indian Customs' ICEGATE 2.0 interface,
the mean latency of 380.0 ms decomposes into four discrete stages:

1. Schema Canonicalization & JSON-LD Parsing : 14.2 ms [## ]

2. Cryptographic DID Lookup & Resolution : 42.1 ms [##### ]

3. VC Signature Verification (ECDSA secp256k1): 112.5 ms [#HH#H#HH#HHH#H ]
4. On-Chain Title State Commit (Consensus) : 211.2 ms [#HH#HHHHIHIH I ]

Total End-to-End Processing Latency : 380.0 ms

The system processes the entire transaction in 380.0 ms, with the On-Chain Title State Commit accounting
for the largest share (55.6%) of the total runtime.
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Latency Breakdown by Pipeline Stage

# Processing Stage Latency | Relative Duration | Impact
(ms) (Share) Level
Schema Canonicalization & JSON-LD Parsing | 14.2 ms | 3.70% @ Low
Cryptographic DID Lookup & Resolution 42.1ms | 11.10% ) Low
VC Signature Verification (ECDSA 112.5 29.60% @ Medium
secp256k1) ms
4 On-Chain Title State Commit (Consensus) 211.2 55.60% N\ High
ms
- Total End-to-End Processing Latency 380.0 100.0% —
ms

Stage 1

Stage 2

Pipeline Stage

Stage 3

Stage 4

L=

Key Observations

50 100 150 200 250

Latency (ms)

e Bottleneck: The on-chain consensus commit is the heaviest operation, consuming more than half of the
entire execution budget.

e Cryptography Load: Verifying the ECDSA signature takes a substantial 112.5 ms, representing the
primary off-chain computational cost.

e Ingestion Efficiency: Data parsing and decentralized identifier (DID) lookups are highly optimized,
combining for less than 15% of total execution time.

7. INDIAN STATUTORY & JURISPRUDENTIAL ANALY SIS

A cross-border digital architecture requires statutory enforceability and unambiguous evidentiary standing
under Indian law. The domestic legal architecture governing cross-border paperless trade operates through the
confluence of digital governance, customs administration, evidentiary standards, maritime trade laws and
commercial payment regimes.

INDIAN STATUTORY REGIME FOR DIGITAL TRADE

Legislative Statute Statutory Provisions & Operational Scope in Paperless Trade
& Instrument
Information » Section 4: Legal recognition of electronic records as statutory "writing".
Technology Act, » Section 5: Legal recognition of digital signatures executed via asymmetric
2000 (IT Act) cryptography or certified trust mechanisms.
» Section 10A: Legislative validity and enforceability of contracts formed via
electronic data messages.
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» First Schedule: Scope governing exclusions and inclusions of digital trade
instruments.

Bharatiya Sakshya
Adhiniyam, 2023
(BSA) (repealing
Indian Evidence Act,
1872)

» Section 61 & 62: Direct admissibility of native electronic records and
distributed ledgers as Primary Electronic Evidence.

» Section 63(1)- (3): Admissibility criteria for secondary electronic
reproductions.

» Section 63(4): Mandatory statutory certification requirements for secondary
electronic records.

Customs Act, 1962
(as amended up-to-
date)

» Section 143A & ICEGATE SWIFT: Statutory mandate for electronic Single
Window Interface for Facilitating Trade filings.

» Faceless Assessment & Automated Risk Management: Legal backing for
end-to-end electronic cargo clearance and API-driven risk targeting.

Indian Bills of
Lading Act, 2025
(reforming the 1856
Act)

Statutory Codification of Electronic Bills of Lading (e-BL): Adopts
UNCITRAL MLETR principles, legally recognizing "Exclusive Control" and
cryptographic transfer of title as functional equivalents to physical endorsement
and paper delivery.

Instruments Act,
1881 (NI Act)

Carriage of Goods Digital Transport Documents & Liability: Formally integrates electronic
by Sea Act, 2025 records into statutory contracts of carriage, aligning carrier liabilities, rights of
(COGSA 2025) suit and package limitation regimes (Hague-Visby/Rotterdam rules) with
(modernizing electronic documentation.

COGSA 1925)

Negotiable Section 13: Statutory definitions of negotiable instruments (promissory notes,

bills of exchange, cheques) historically requiring physical execution.

7.1 Evidentiary Admissibility: Supreme Court Jurisprudence and the Bharatiya Sakshya Adhiniyam,
2023

The evidentiary admissibility of digital records in Indian litigation has evolved through three landmark
Supreme Court decisions:

1. State (NCT of Delhi) v. Navjot Sandhu (2005) 11 SCC 600: Permitted informal secondary electronic
evidence without mandatory statutory certification if oral testimony corroborated operational reliability.

2. Anvar P.V. v. P.K. Basheer (2014) 10 SCC 473: Overruled Navjot Sandhu, establishing that secondary
electronic records are strictly inadmissible without a statutory certificate under the erstwhile Section 65B
of the Indian Evidence Act, 1872.

3. Arjun Panditrao Khotkar v. Kailash K. Gorantyal (2020) 7 SCC 1: A three-judge bench clarified the
distinction between Primary Electronic Evidence and Secondary Electronic Evidence:

e Primary Evidence (Section 62 BSA): When the original electronic record itself is produced from the
native storage or distributed system, it is admissible without third-party secondary certification.

e Secondary Evidence (Section 63 BSA): Printed paper copies, transferred files, or client-side screen
renders require formal statutory certification.

The evidentiary architecture under the Bharatiya Sakshya Adhiniyam (BSA), 2023, incorporating the
principles from the Arjun Panditrao framework is given below:

EVIDENTIARY ARCHITECTURE UNDER BSA (2023) & ARJUN PANDITRAO

Aspect Native Distributed Ledger State Local Browser / Client Dashboard Display
Data Nature Immutable validator state & Human-readable screen rendering OR PDF
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Cryptographic roots copy
BSA Primary Evidence (Sec. 62 BSA) Secondary Evidence (Sec. 63 BSA)
Classification
Authentication | Self-authenticating via cryptographic | Automatically accompanied by Section 63(4)
Requirement | signatures and consensus logs. API-generated digital audit certificate.

The Evidentiary Duality: Native Ledger State vs. Local Client Rendering
In practical cross-border trade litigation, this distinction is critical:

e The Native Distributed Ledger State: Constitutes Primary Electronic Evidence under Section 62 of
the Bharatiya Sakshya Adhiniyam, 2023. The consensus-sealed state transitions, W3C DID signatures
and immutable Merkle root entries generated across the validator topology serve as the original source
of truth. Presenting verifiable cryptographic root hashes directly authenticates the underlying state
without third-party intervention.

e Local Browser / Dashboard Renderings: When a customs officer, bank auditor, or judicial magistrate
inspects an e-BL on a web dashboard, the display constitutes a secondary electronic output. To satisfy
Section 63(4) of the BSA (2023), the Single Window/TradeTrust gateway automatically generates an
electronic certificate identifying the electronic record, describing the generating device's normal
operating parameters and digitally signing the output via the gateway’s cryptographic key, reducing
Section 63 compliance to an automated procedural validation.

7.2 Resolving Negotiability and Carriage Rights: Indian Bills of Lading Act 2025, COGSA 2025 and the
NI Act 1881

Historically, a core statutory barrier to paperless trade in India was the legal treatment of negotiable
documents of title and payment undertakings:

° Indian Bills of Lading Act, 2025: Superseding the colonial 1856 enactment, the Indian Bills of Lading
Act, 2025 adopts the core tenets of the UNCITRAL Model Law on Electronic Transferable Records
(MLETR). It explicitly codifies the doctrine of "Exclusive Control" as the direct statutory equivalent
of physical possession and manual endorsement. Under the 2025 Act, an electronic Bill of Lading (e-
BL) that guarantees singularity, integrity and non-repudiable transfer of control legally vests in the
lawful holder all rights of suit and transfer of property in the goods as if it were a physical bill.

. Carriage of Goods by Sea Act, 2025 (COGSA 2025): The modern COGSA 2025 framework aligns
India's maritime regime with international digital transport conventions. It formally recognizes
electronic transport records within contracts of carriage, ensuring that standard statutory carrier duties,
defences, rights of inspection and liability limitation regimes apply identically across physical and
electronic transferable records.

e  Negotiable Instruments Act, 1881 (NI Act) & IT Act Interplay: Section 13 of the NI Act defines
promissory notes, bills of exchange and cheques. Under the modernized framework, cross-border digital
financial instruments (such as electronic trade drafts and bank payment undertakings) interact directly
with amended IT Act schedules:

Cross-Border Statutory Harmonization Pipeline

Pipeline Stage / Governing Principles & Statutory Functions

Framework

1. International Exclusive Control: Replaces physical possession with reliable

Foundation electronic control.

*« UNCITRAL Singularity: Guarantees a unique, unalterable digital asset to prevent
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MLETR Principles

double-spending.

Functional Equivalence: Equates electronic transfer documents to
physical paper records.

2. Title & Property
Transfer

Legalises Electronic Transfer: Formally permits the digital transfer of
title and property rights.

* Indian Bills of
Lading Act, 2025

Paperless Shipping: Validates electronic bills of lading (eBLs) as legal
documents of title.

3. Carriage &
Contract Liability

Enforces Carrier Liability: Governs maritime cargo claims and
liability limits in digital contexts.

* COGSA 2025

Contracts of Carriage: Secures the legal standing of shipping terms
and obligations in automated pipelines.

4. Digital Validation
& FinTech

Electronic Payment Orders: Validates digital financing, letters of
credit and negotiable instruments.

* IT Act, 2000 & NI

Contract Execution: Provides the baseline legal recognition for secure

Act, 1881

digital signatures and e-contracts.

5. Courtroom
Admissibility

Primary Evidence (Sec. 62): Admits native distributed ledger states
and secure digital originals directly.

* Bharatiya Sakshya
Adhiniyam, 2023

Secondary Evidence (Sec. 63): Admits client dashboard copies when
accompanied by mandatory Sec. 63(4) certificates.

Contractual Rulebook Interoperability

To bridge international jurisdictions that have not fully enacted domestic MLETR laws, commercial
transactions (such as the Jindal Stainless—ICICI Bank—DBS Bank corridor) leverage hybrid private-law
governance frameworks:

1. TradeTrust Model Terms & Multi-Party Rulebooks: Transacting parties contractually agree that an on-
chain transfer of exclusive control is binding and enforceable as a functional document of title.

2. Statutory Alignment: The enactment of the Indian Bills of Lading Act, 2025 and COGSA 2025
provides full domestic statutory force to these digital title transfers, eliminating the need to rely solely on
private contract law when enforcing rights of suit in Indian admiralty courts.

8. PRIVATE INTERNATIONAL LAW & CONFLICT OF LAWS IN DECENTRALIZED TRADE

When paperless cross-border transactions are executed across decentralized networks, traditional conflict-
of-laws doctrines face significant strain. In a physical transaction, connecting factors rely on physical
geography—such as the physical location of the document (lex carta), the port of loading (lex loci
celebrationis) or the flag of the vessel. In contrast, distributed ledger states and Verifiable Credentials
reside across a multi-jurisdictional validator topology (e.g., nodes executing simultaneously in Mumbai

and Singapore).
Private International Law Conflict Resolution Matrix
Jurisdictional | Traditional Proposed Decentralized Trade Framework
Challenge Connecting
Factor
Situs of the Lex Situs/ Lex Statutory Deemed Situs: The record is legally
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ETR Carta (Physical deemed to be located in the specific jurisdiction
(Electronic location of designated by the electronic title registry or embedded
Transferable paper/parchment) contract metadata.
Record)
Cross-Border | Consular MLETR Art. 19 / CPTA Mutual Recognition:
Recognition Legalisation Cross-border functional equivalence evaluated on
Apostille (Bilateral | technical reliability and structural integrity rather than
Diplomatic geographic origin.
Processing)
Systemic Node | Lex Loci Delicti Tiered Liability Framework: Structured allocation of
Failure & (Place where the fault among:
Smart tort/harm occurred) [ Issuer (data entry errors)
Contract
Liability » Gateway (SLA downtime)
* Validator Set (cryptographic consensus faults)

8.1 Resolution of Lex Situs and Governing Law

To prevent jurisdictional ambiguity when an Electronic Transferable Record (ETR) is transferred between
nodes situated in different sovereign jurisdictions, the framework applies a two-tier conflict-of-laws rule:

1. Express Party Autonomy (Choice of Law): In accordance with the Hague Principles on Choice of Law
in International Commercial Contracts, the governing substantive law is determined by the explicit choice
embedded in the metadata context of the Verifiable Credential.

2. Deemed Location of Control (Lex Domicilii Controlis): Where property rights over the underlying
goods are disputed by third-party creditors, the electronic record is legally deemed situated at the
registered place of business of the entity proven to hold Exclusive Control under Section 11 of the
UNCITRAL MLETR, irrespective of the physical hosting locations of the ledger nodes.

8.2 Cross-Border Mutual Recognition Mechanisms
The legal enforceability of foreign electronic trade documents rests on two complementary legal pillars:

e Article 19 of UNCITRAL MLETR (Substantive Non-Discrimination): Article 19 prevents courts
from denying legal effect to a foreign ETR solely on the grounds that it was issued or negotiated
abroad, subjecting foreign records to a substantive test of "equivalent reliability" rather than
reciprocity requirements.

e UNESCAP CPTA Treaty Implementation: The Framework Agreement on Facilitation of Cross-
Border Paperless Trade in Asia and the Pacific (CPTA) provides the multilateral administrative
umbrella. Under Article 8 of the CPTA, state parties (including India and regional partners) establish
mutual recognition protocols for electronic Single Window filings and digital signatures, eliminating
consular legalization for trade documents.

9. COMPREHENSIVE POLICY RECOMMENDATIONS & MULTI-PHASE IMPLEMENTATION
ROADMAP

A scalable cross-border paperless trade ecosystem requires harmonizing technical infrastructure with
domestic statutes and international legal frameworks. The implementation roadmap below incorporates the
legislative mandates of the Bills of Lading Act, 2025, the Carriage of Goods by Sea Act, 2025 (COGSA
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2025), the Information Technology Act, 2000 (IT Act), the Bharatiya Sakshya Adhiniyam, 2023 (BSA),
the Customs Act, 1962 (as amended) and the Negotiable Instruments Act, 1881 (NI Act).

Three-Phase National and Cross-Border Implementation Roadmap

Phase & | Focus Area Key Statutory & Technical Deliverables

Timeline

Phase 1 | Statutory » MLETR Integration: Harmonize the Bills of Lading Act, 2025 and
Alignment & COGSA 2025 with UNCITRAL MLETR "Exclusive Control"
Procedural standards.

(Months | Integration » IT Act Amendment: Amend Section 1(4) of the First Schedule of

1-6) the IT Act, 2000 to formally cover electronic negotiable instruments (N/

Act).

» BSA Directives: Issue judicial directives establishing native ledger
states as Primary Evidence under Section 62 of the Bharatiya Sakshya
Adhiniyam (BSA), 2023.

Phase 2 | Customs » ICEGATE 2.0 Upgrade: Upgrade customs infrastructure (Customs
Integration & Act Sec. 143A) with native W3C Decentralized Identifier (DID)
Automated resolvers and Verifiable Credential parsers.

(Months | Evidence » BSA Cert Engine: Deploy an automated Section 63(4) BSA

7-12) compliance certificate generator for all secondary digital outputs and

dashboard renderings.

» Al Risk Management: Integrate Weighted StableSHAP explainable
risk engines directly into Customs Automated Risk Management
Systems (RMS).

Phase 3 | Multilateral » Treaty Operationalization: Execute the UNESCAP CPTA Treaty to
Expansion & mandate cross-border mutual recognition protocols among trading
Corridors partners.

(Months | Operationalisation | > Corridor Scaling: Launch live TradeTrust corridors extending from

13-24) Singapore to the UAE (via CEPA), the UK (via ETDA 2023) and the

European Union.

» Data Standardization: Mandate open, syntax-neutral data schemas
(UN/CEFACT CCL and WCO Data Model) across all domestic Port
Community Systems (PCS).

9.1 Phase 1: Statutory Harmonization & Procedural Integration (Months 1-6)

e  Operationalizing Maritime Reforms (Bills of Lading Act, 2025 & COGSA 2025):

» The enactment of the Bills of Lading Act, 2025 (repealing the colonial 1856 statute) formally recognizes
electronic Bills of Lading (e-BLs) and guarantees that the transfer of rights of suit and property in goods

applies to electronic records.

» Under the Carriage of Goods by Sea Act, 2025 (COGSA 2025), the Central Government should issue
administrative notifications standardizing carrier liability, rights of inspection and Hague-Visby liability
limits (Special Drawing Rights limits) across both physical and digital contracts of carriage.

» Executive rules must explicitly codify the technical criteria for "Exclusive Control" and "Singularity"
under UNCITRAL MLETR Articles 10 and 11, ensuring that on-chain endorsements legally satisfy the
delivery requirements of the 2025 maritime statutes.
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Removing Digital Exclusions (IT Act, 2000 & NI Act, 1881 Interplay):

Amend the First Schedule of the Information Technology Act, 2000 under Section 1(4) to remove
the historical exclusion of negotiable instruments (promissory notes and bills of exchange governed by
Section 13 of the Negotiable Instruments Act, 1881) and documents of title.

Establish a clear statutory pathway for electronic trade drafts, digital letters of credit (L/Cs) and bank
payment undertakings (BPUs) to be negotiated with the same legal certainty as physical negotiable

paper.
Standardizing Digital Evidence Protocols (Bharatiya Sakshya Adhiniyam, 2023):

Issue standard operating procedures (SOPs) across civil and admiralty commercial courts affirming
that native distributed ledger state logs and cryptographic Merkle roots constitute Primary Electronic
Evidence under Section 62 of the BSA, 2023 (per the Supreme Court's ruling in Arjun Panditrao
Khotkar).

Delineate that while native validator state records require no secondary certification under Section 62,
local screen reproductions and browser printouts remain secondary evidence governed by Section 63
of the BSA.

9.2 Phase 2: Customs Integration & Explainable Risk Infrastructure (Months 7-12)

>

National Single Window Gateway Upgrade (Customs Act, 1962 & ICEGATE 2.0):

Expand the statutory mandate under Section 143A of the Customs Act, 1962 to embed native W3C
Decentralized Identifier (DID) resolvers and Verifiable Credential (VC) parsers directly into the
ICEGATE 2.0 Single Window Interface for Facilitating Trade (SWIFT).

Enable automated, zero-touch clearance of preferential Certificates of Origin (CoOs) and digital
invoices without manual desk checks.

Automated Evidentiary Certification Engine (Section 63(4) BSA):

Deploy an automated background daemon within ICEGATE and commercial banking gateways that
generates a cryptographically signed Section 63(4) BSA compliance certificate whenever a trader,
customs officer, or court downloads a secondary human-readable output (PDF/dashboard view).

The certificate must automatically record the device parameters, API transaction hash and SHA-256
integrity hash, fulfilling statutory compliance seamlessly.

Deploying Explainable Risk Engines (Weighted StableSHAP):

Upgrade Customs' Automated Risk Management System (RMS) with Weighted StableSHAP
explainability algorithms.

Calibrate the temperature parameter (y = /.0) and stability penalty (4 = 0.5) to ensure risk audit
justifications remain statistically stable across foreign exchange shocks (&), logistical port delays (&)
and fraudulent tariff misclassifications (&;) without spurious ranking inversions.

9.3 Phase 3: Multilateral Expansion & Digital Trade Corridors (Months 13-24)

Multilateral Treaty Alignment (UNESCAP CPTA):

»  Operationalize accession to the Framework Agreement on Facilitation of Cross-Border Paperless
Trade in Asia and the Pacific (CPTA) to secure reciprocal mutual recognition for Indian electronic
customs filings and digital transport records across member states.
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»  Utilise CPTA Article 8 protocols to eliminate consular legalisation, physical apostilles and wet-ink
certificate verifications.

. Cross-Border Corridor Scaling:

»  Build on the India—-Singapore TradeTrust live corridor (Jindal Stainless—ICICI-DBS deployment)
to roll out bilateral digital trade corridors with key trade partners:

. United Arab Emirates (UAE): Under the Comprehensive Economic Partnership Agreement (CEPA).

. United Kingdom: Integrating with systems recognized under the UK Electronic Trade Documents Act
2023 (ETDA).

. European Union: Aligning with the European Electronic Freight Transport Information (eFTI)
framework.

. Open Standards & Interoperability Mandate:

»  Require all commercial banks, port community systems (PCS 1x) and maritime logistics platforms
operating in Indian waters to interface via open, non-proprietary data schemas, specifically the
UN/CEFACT Core Component Library (CCL) and the WCO Data Model, preventing vendor lock-in
and proprietary digital silos.

10. CONCLUSION

This paper formulated and empirically validated an integrated Technical and Legal Framework for Cross-
Border Paperless Trade, resolving key tensions across semantic alignment, decentralized cryptographic trust,
algorithmic explainability and statutory enforceability.

By deploying an intercontinental testbed and evaluating an ensemble customs risk model across N = 50
random seeds and four parameterized distribution-shift environments (&; — &), this study demonstrated the
operational necessity of stable Explainable Al (XAI) in border clearance. Our algorithmic benchmarks prove
that Weighted StableSHAP (y = /.0) and StableSHAP (1 = 0.5) prevent spurious risk ranking inversions
(ASI = 0.951 and 0.934), while acknowledging that standard KernelSHAP remains highly competitive and
achieves the best overall magnitude deviation score (MASD = 0.084 £ 0.006). Real-world operational logs
from the India—Singapore TradeTrust Live Deployment verify that this architecture operates at an end-to-
end processing latency of 380.0 ms, compressing multi-day title transfer workflows into less than two hours
and reducing customs dwell times by approximately 65%.

Jurisprudentially, the study established that digital trade instruments achieve robust enforceability within the
Indian legal system. The enactment of the Bills of Lading Act, 2025 and COGSA 2025 formally codifies the
doctrine of "Exclusive Control" as the statutory equivalent of physical possession under UNCITRAL MLETR
principles, resolving historical negotiability barriers under the Negotiable Instruments Act, 1881 and the IT
Act, 2000. Furthermore, applying the Supreme Court of India's Arjun Panditrao Khotkar doctrine within the
Bharatiya Sakshya Adhiniyam, 2023 (BSA) clarifies the evidentiary duality: immutable distributed ledger
states qualify directly as Primary Electronic Evidence under Section 62, whereas human-readable client
displays are admitted as Secondary Electronic Evidence under Section 63 via automated, API-generated
Section 63(4) compliance certificates.

Implementing the proposed three-phase roadmap—combining domestic statutory codification, ICEGATE 2.0
Single Window integration and multilateral mutual recognition under the UNESCAP CPTA Treaty—provides
a viable, legally secure blueprint for scaling paperless trade corridors globally.
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