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ABSTRACT

The conventional asset-backed lending business is often reliant on outdated data management platforms and
opaque storage platforms, presenting the industry with very daunting problems, including security breaches, the
lack of verifiable ownership histories, and obscure asset disposal practices. To address this, this study came up
with a safe web-based system that digitalizes the activities of loans by applying the blockchain technology. The
platform is integrated with a modern online architecture, which uses a Virtual Vault Guard to implement the
dual-key access protocol, as well as AES encryption and SHA-256 hashing that would guarantee that data about
the assets are safely secured on-chain. Smart contracts were automated to create digital receipts that were
immutable and to conduct digital bidding of defaulted loans in an atomic swap. The empirical research indicates
that the ecosystem improves the general performance of management in terms of availing very structured, secure
digital data storage and reliable auditing facilities. The paper concludes that the implementation of a blockchain-
based system, which is associated with immutable receipts and transparent bidding, is necessary to ensure
complete security, fairness, and efficiency. Based on this, the study suggests that the lending institutions should
incorporate this secure ledger of assets and automated system of bidding to enhance customer confidence by
providing verifiable digital receipts as well as to provide fair and transparent recovery of capital.

Keywords: Block Chain Technology, Asset-Backed Lending, Smart Contracts, Immutable Receipts, Digital
Bidding, Virtual Vault, and Pawn Management.

INTRODUCTION

Small businesses and individuals often need instant cash and often use the physical properties to meet the
financial deficit. The asset-secured lending as in the case of gold loan is an essential financial pathway that
allows borrowers to get instant finance without necessarily disposing their valuables permanently. There has
been growing alarm among the stakeholders such as financiers, borrowers and management scholars over the
heavy reliance of their sector on the old data-management systems that breed opaque data-storage practices,
increase security risks, and result in a strong loss of credibility [16], [18]. Therefore, organizations need to
consider creative ways out of these challenges because the rapid introduction of blockchain technology and
secure digital infrastructure is a decisive chance to correct these deep-rooted problems [7].

A system of assets lending based on blockchain technology should be established so as to digitalize lending
processes and to generate unalterable digital certificates that are regarded as a legitimate certificate of ownership
[1]. To explain the impact of the digital transformation on the lending process, the antecedent scholarship focused
on mobile applications that help to reduce the barriers to transactions [8], software tools that are supposed to
automate the entire lending process [2], and predictive econometric models related to gold price fluctuations
[15]. Still, the body of extant systems still demonstrates shortcomings, such as a lack of specialized systems of
assets valuation, overdependence on existing digital financial tracks [17], and failure to prevent data
manipulation or provide a workable solution to the management of physical gold pledges [3], [9].

In modern financial ecosystems, asset protection of pledged assets has received a lot of academic and regulatory
attention. The financial intermediaries are still grappling with some hatchling challenges that include, conflicts
over non-repudiation, weak possessing evidence, and unfair auction procedures [19]. Therefore, institutional
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stakeholders are supposed to be the first to lead secure asset management by providing systems with digital
custody services and transparent bidding procedures [2]. In this sense, therefore, it is the responsibility of these
institutions to enact policies that guarantee undiluted security, equity, and efficiency in the operations of these
institutions [20]. A system of lending on assets based on blockchain technology has become a feasible offer,
which claims to offer verifiable ownership demonstrations in addition to improving the overall managerial
performance [5], [22].

Financial institutions, such as the non-banking financial companies (NBFCs) and pawnshops, are placed at a
central position in delivering capital to people that are not rated by conventional credit scores. Such lending
institutions play an especially important role in facilitating secure and transparent financial platforms, especially
in the areas where physical collateral is still largely relied upon [1]. The necessity to introduce a reliable asset
ledger into the lending institutions cannot be overestimated, particularly, in the reality of enhancing the level of
trusting the customers as well as introducing highly organized and digitized record-keeping [12]. With the
emerging issues of paper-based records, centralized government and the lack of real-time warning systems, there
is a desperate call to adopt a proactive approach towards the use of decentralized technologies [6], [10]. Being
the main providers of asset-backed loans, these institutions receive a special chance to build a customer trust
based on verifiable digital receipts and ensure equitable and transparent capital recovery by a bidding system
[14].

However, the long term upkeep of demonstrable evidences of proprietorship and the achievement of fair
liquidations of unsuccessful loans is a key industry issue towards achieving an effective financial platform [21].
The use of digital lockers and immutable receipts that enable secure operations are essential to the modern
lending institution and will be significant to the future operational efficiency of the modern lending institution
[5]. In turn, many organizations demonstrate a keen interest in the implementation of blockchain networks and
smart contracts to ensure high rates of security of daily activities, including the loan approval process to the
storage of assets [13]. The offered system, which works as Virtual Vault Guard, computerizes the process of loan
operations through a secure ledger of assets, creating immutable receipts, and digital bidding; all of these
combined contribute to the increase of efficiency in the overall management and guarantee secure data
persistence [4], [22]. These additions help to improve the classic cycle of loan life, as well as supplement audit
support..

he safety of modern financial systems is more and more dependent on the standardized API protocols. Recent
consideration of open-banking account and transaction API protocols highlights significant vulnerabilities that
the decentralized systems have to deal with [16]. With more and more embedded finance becoming a reality, it
brings forth scope as well as governance and security challenges [17]. According to industry reports, the financial
sector is still ina highly vulnerable state lacking API-level protection [18]. To overcome such risks, the suggested
framework is compliant with the technical architectures recommended in distributed ledger technology (DLT)
to guarantee regulatory compliance [19] and meets the requirement of the existing standards on implementing
blockchain in distributed systems [22].

Statement of the Problem

The use of blockchain-enabled solutions, such as securedefinite lockers and unaltered receipt solutions, has a
significant potential of enhancing security and operational effectiveness in asset-backed lending models,
especially pawn management. However, the traditional lending organizations face major challenges in trying to
move away the legacy systems. Some of the main issues include excessive use of paper-based records and
centralized administration, lack of evidence of ownership of assets when deposited into a repository as well as
lack of data-security measures which subject physical collateral to mishandling and non-repudiation claims.

Fair liquidation is supposed to help lenders recover money when loans go bad, but right now, a lot gets in the
way. Many banks use auction methods that nobody can really see into, and they don’t alert customers in real
time. Instead, they depend on closed-off databases and manual data entry. This makes it hard to build trust and
slows down the process of getting money back.
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Most digital lending tools don’t really work for things like handling physical jewelry as collateral or providing

specialized asset appraisals. Underbanked people—folks without a strong digital record with the bank—are left
out because these systems just aren’t built for them.

On top of that, using decentralized tech like smart contracts for instant trades or cryptographic hashing to prove
asset integrity isn’t something lending institutions do every day. Sure, people talk about how going digital could
speed up loans, but most platforms are clunky or don’t have the smart tools needed to securely track gold and
other physical assets.

So, it’s not clear yet how rolling out a fully digitized, blockchain-based loan platform really affects trust or
efficiency. That’s where this project comes in. The goal is to design and test a secure and open asset lending
system using blockchain. If it works, it could make people trust lenders more and help financial institutions run
smoother, especially when it comes to lending against physical assets.

Objectives of the Project

This project aims to build and test a secure web-based asset lending system powered by blockchain, making
pawn management more transparent, safe, and efficient. Here’s what we’re diving into:

i. Create a Virtual Vault Guard with tight, role-based access controls, so digital assets stay as protected as they
would inside a real bank vault.

ii. Check how well a blockchain-linked digital locker works—using React and Spring—at storing asset images
safely and blocking anyone from tampering with the data.

iii. See how generating digital receipts that can’t be altered, using smart contracts, impacts customer trust and
gives clear proof of ownership.

iv. Evaluate if an automated digital bidding system keeps capital recovery fair and transparent when customers
default on loans.

CONCEPTUAL REVIEW

Bringing blockchain into financial lending tackles some big problems you see in traditional asset-backed loans—
like old-school data systems and a real lack of transparency. With blockchain, you get a secure platform that
digitizes every step of the loan process. The goal? Nail down security, make things fair, and cut out the slow,
messy parts. Customers finally get real, unchangeable digital records as proof of their ownership. There are two
main parts to this idea: storing asset information safely on the blockchain, and making sure there are clear rules
for liquidating assets if someone defaults.

Over time, lending has shifted from pencil-and-paper records and centralized managers to digital systems that
cut down customer wait times and make life easier. “Secure Asset Lending” means using digital solutions to
fight security risks and data tampering, especially now that everyone wants proof they own their assets. This is
where smart contracts, decentralized ledgers, and other secure digital tools come in.

Consequently, blockchain platforms are a major step forward for good financial management, and they’re
making waves for places like pawnshops and micro-finance lenders. These systems tie together a trustworthy
digital backbone with smooth, automatic control over the loan process—effectively eliminating endless piles of
forms and files. Transparent asset lending shows how the industry is leaning toward trustless, tech-driven
systems, so top management should push for smart setups like Virtual Vault Guards and Digital Bidding to help
recover capital fairly and keep physical assets safe. When people talk about “blockchain-based pawn
management,” they mean using things like automated interest calculations, instant notifications, and ultra-secure
digital records to boost efficiency and build real trust with customers.
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Dimensions of the Secure and Transparent Asset Lending System

The Virtual Vault Guard

Virtual Vault Guard takes the tight security of a physical bank vault and brings it to the digital world. Here,
you’ve got dual-key custody and unbreakable audit logs in play, so nobody—admin or otherwise—can get into
the Digital Locker on their own. That strict access control really matters, especially in lending, where trust is
everything.

Unlocking the vault isn’t just a click away—requests kick off in the React interface, which means the vault waits
until the actual owner signs off. And behind the scenes, the backbone system watches every change, ready to
sound the alarm if someone messes up their login too many times. Lockdown happens fast if things look
suspicious.

As Yan (2022) points out, keeping internet financial info safe takes more than good intentions—it needs a full
plan against data leaks. By layering these security defenses, the system locks down each step: every state change,
timestamp, and user ID gets hashed and sent to the blockchain, so the audit trail stays permanent and untouchable.

Secure Asset Ledger

The Secure Asset Ledger is all about protecting digital assets and customer data on the platform. Here’s how it
works: when someone uploads proof of ownership—Ilike land documents, photos, hallmark certificates, or bank
receipts—the system makes sure that info can’t be changed, seen by anyone who shouldn’t see it, or lost. The
user’s device turns the original file into a SHA-256 hash, then signs it with a private key. This proves the file’s
real and can’t be denied later.

Senthil (2024) points out that digital upgrades in gold loan NBFCs help streamline operations and cut costs. But
keeping data safe means going further: files get encrypted with AES before they’re stored, and the encrypted
version never leaves the user’s device unprotected. Next, a smart contract checks that the digital signature
matches the user’s public key. If everything lines up, the ledger anchors the file hash, asset type, and owner ID
on-chain, while the actual encrypted file stays locked away locally. This model strengthens corporate data
security and makes sure nobody tampers with or improperly accesses the records.

Immutable Receipt Generation

Immutable Receipt Generation is all about giving customers a "Digital Certificate of Deposit"—basically, proof
they actually own an asset in the ecosystem. These digital receipts aren't just paperwork; they make loans more
transparent and easy to track. The system grabs details like wallet ID, locker ID, asset weight, purity score, and
a signed file hash, then packages it all into a JSON Receipt Body. It’s a clear statement from the institution:
ownership is real and verifiable. The smart contract ties the Receipt ID directly to the customer's wallet, which
consequently builds trust right from the start.

Whenever someone checks their receipt, the platform double-checks things by recalculating the hash for the
asset image. If it lines up with what’s on the receipt, the user gets a "Green Authenticity Shield"—a real-time
sign that everything's legit. This kind of verification isn’t just techy, it actually boosts confidence for customers
and makes life easier for staff managing the actual assets..

Digital Bidding and Capital Recovery

Digital bidding brings automated auctions into the way institutions recover money from unpaid loans. When
someone misses a loan payment, the system automatically labels their digital receipt as "IN AUCTION." At that
point, people can start placing their bids through the platform. Each bid—along with the bidder's ID, the amount
they're offering, and the time they submitted it—gets securely logged on the blockchain.

These digital bidding systems are catching on as a smart way to keep liquidations fair and transparent. The smart
contract handles the rules: it only lets someone place a new bid if it's higher than the last one. Once the auction
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runs out of time, the smart contract steps in again and instantly swaps the funds. The winning bidder gets the

asset, and the cooperative gets their money, with everything updated on the blockchain. This whole process
creates a more honest approach to asset liquidation and helps prevent shady auction behavior.

Operational Efficiency and System Utility

When lending goes digital, it’s all about making things run smoother and faster. Speed and accuracy in processing
loans really tell you how well things are working. The Digital Records & Utility Module keeps track of customer
info, staff profiles, and loan paperwork, so teams can find what they need quickly and process loans without the
usual delays.

Efficiency comes from more than just good storage. Systems with smart algorithms handle things like interest
calculations, basic data updates, and tracking asset rates in real time. Phiri and his team (2025) showed that when
you automate everything in the loan lifecycle—from signup to final payment—you cut down on paperwork.
That shift actually makes a huge difference in how productive micro-finance companies can be.

The new Smart Gold Pledge and Pawn Management System is designed around a Spring-based backend that
handles things like sending payment reminders and calculating loans on the spot. It’s the brains behind the
operation. By building in features like OCR for fast document reading and Al tools that suggest interest rates,
the system aims to deliver solid service and keep all stakeholders happy.

System Architecture
User Interface Layer (Frontend)
Guest User A
Client App Staff Portal Owner Dashboard
l @ mms?%:ﬁ;g:) J ’ (Track Loans/Pay Online) ’ ’ E (Process Loans/OCR/Upload) l @ (Analytics/Voice Command)
1Ll v v
API Gateway / Load Balancer
(Route Requests)

Intelligent Services Layer
Application Layer (Backend API)

OCR Engine Aumenhcation Service | | i i
Loan Management Servnce Notification Service
e —— Mu,ﬁ:‘gﬁgfﬁh’:‘;ml B et (Interes1 calc Dues) > PaymentService | iqucEmail Aleris)
NLP/ Voice Service - et Y
(Owner Voice Ct ‘1 l F
it External Payment
Al Interest Engine J Gateway
[ (Rale Recommendahon)
. — Data Persistence Layer
& Blockchain Network
Relational Database v 5 Immutable Ledger
‘ (MySQU/PostgreSQL: User Smart Contract n—», ’ (Gold Hallmark, Item Images.
W  Data, Loan Records) @B  Tamper-Proof Hash)

Theoretical Review

This study leans on the Decentralized Security and Digital Innovation Strategy frameworks. It expands on tools
like the Standardized Interface Framework for Intelligent Financial Platforms and some tried-and-true lending
management models. Basically, Decentralized Security and Digital Innovation Theory is the backbone here.

Sahara and colleagues came up with digital innovation strategies aimed at boosting customer satisfaction by
2025. Their idea is simple: mobile apps and online platforms can break through old barriers to transactions,
giving companies a real leg up in the market. Phiri’s work in 2025 set up the Software Development Life Cycle
for automating loans, covering everything from registration to repayment. It cuts out a ton of manual paperwork.
So, if a financial institution wants to stay fast and secure, it needs to stick with these tech architectures and build
on them year after year.

Everything comes down to a company’s internal digital chops. They need to handle stuff like automated interest
calculations and instant alerts. But none of this happens without solid investment in secure infrastructure. If a
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business keeps relying on old-school data management (or skips regular upgrades), it’ll have a tough time
holding onto these essential skills.

When organizations still use paper-based plans without digital know-how, they tend to fall short. It messes up
ownership records and leads to sketchy auctions. To address all that, this evaluation dives into how blockchain
tech impacts the whole system, zeroing in on the “Smart Gold Pledge and Pawn Management System.” The
focus is on smart contracts, plus technologies like React and Spring that make things like tamper-proof hashing
and unchangeable ledgers possible.

Looking closer, the decentralized approach says secure asset results matter most. By applying Big Data security
protocols, the review backs up ideas like digital lockers and audit logs you can’t mess with. The theory here is
clear: a lending institution’s advantage comes from the stuff others don’t have — secure digital storage, solid
audit support, resources that are rare and tough to copy.

Plenty of researchers have looked into digital transformation and cloud-based management with microfinance,
but not so much with things like physical asset valuation or jewelry inventory tracking. Those who have studied
baseline credit management say things like automated loan workflows and digital receipts you can check are key
advantages. They help firms build trust with their customers and stand out from the crowd.

Empirical Review

Let’s break down how digital transformation is changing the lending game. Researchers like Phiri and colleagues
(2025) showed how mobile tech can make transactions in decentralized lending smoother and cut down on
barriers. Sahara and Kadam (2024) dug into automating the loan process with software, but they pointed out that
there's still a real need for decentralized checks to stop people from messing with the data. Alfianda (2023) came
up with ways to predict gold prices, although pledging physical assets securely was still done by hand.

This is where our work comes in. We created the Virtual Vault Guard, a system that links real-world assets to
digital twins using cryptography. That solves a problem others flagged earlier—especially Modesti et al. (2025),
who said syncing physical assets with secure digital records is essential for keeping transactions safe.

METHODOLOGY

The team went with an Agile System Development Life Cycle (SDLC) and used a quantitative approach to
evaluate the system. This cross-sectional design let the developers gather and compare different performance
stats—things like transaction latency, smart contract execution costs, and how fast the system reacts to security
threats—all at once.

For figuring out how many test cases they needed to check the system’s load capacity, they used the Taro Yamane
formula. With an estimated 5,028 transaction requests each day and a 5% margin of error, they ended up with
371 specific test cases. That’s the number they settled on to make sure their performance benchmarks really held

up.

N
n =
1+N(e) 2

Where:

e n is the sample size of test cases to be estimated.
e N represents the total projected daily operational requests (N = 5,028).
e e isthe margin of error, stated at 5% (0.05).

Therefore, the total sample is thereby given as:

5028
n=————=372
1+5028(0.05)"2
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Table: Population and Sample Size Determination for System Load Testing

S/N | System Module Architectural Layer Population (Daily Requests)
1 Authentication Service Application Layer 1009
2 Loan Management Service Application Layer 1411
3 Payment Service Application Layer 356
4 OCR Engine / Intelligent | Intelligent Layer 886
Services
5 Smart Contract Ledger Blockchain Network 788
6 Notification Service Application Layer 578
TOTAL 5,028

Source: System Architecture Load Projections, 2026

The developers pulled evaluation data from six core backend services, using automated stress tests and structured
UAT questionnaires. They matched the amount of testing to each module’s expected load. For this study, most
of the data came directly from real-time system logs, blockchain transaction receipts, and confirmed UAT
responses.

They simulated concurrent requests from the Client App, Staff Portal, and Owner Dashboard, testing different
user roles and authentication methods. To dig into the performance, they monitored system metrics and ran
cryptographic audit checks.

This helped them explore how API gateway routing affects smart contract execution times that aren’t
immediately visible. They mixed throughput analysis with latency regression to get a clearer picture of how user
load impacts system response.

Out of all the simulated transactions and completed UATS, roughly 359 (96.8%) came back validated and error-
free. The team used this solid batch of data for their final statistical performance analysis.

RESULTS AND DISCUSSION

Performance Benchmarking and Stress Testing

We ran a series of stress tests on the system using Apache JMeter in a Docker environment. You can see in
Figure 2 that the average response time scaled up in a pretty straight line as we added more users, hitting a steady
124ms with 100 people using the system at once.

That’s well below the 200ms SLA standard most financial services shoot for, so performance checks out. We
also wanted to see how the app would handle in rural areas with slower networks. So, we tested it under different
mobile network conditions (check out Figure 3).

On 2G, the latency was 890ms — which means the app still works but we clearly need to trim down and optimize
the React frontend for those low-bandwidth users. For the blockchain part, we tested smart contract execution
for minting digital receipts on a private test network. Each asset anchor cost about 45,210 gas units. That price
makes the system affordable, even if you’re handling lots of small-value gold loans.
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Response Time across Metwork Conditions
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Simulation Setup and Software Details
System Deployment:

We set everything up on a local cloud environment, using Docker containers to keep our microservices flexible.
The application layer backend was built using the Spring framework and connected to a MySQL/PostgreSQL
relational database for user data and loan records. For the frontend user interface, we used React to build out the
Client App, Staff Portal, and Owner Dashboard.

Blockchain & Security:

We integrated a dedicated Blockchain Network module for all smart contract and immutable ledger tasks. For
asset document and image verification, we went with SHA-256 hashing. To ensure privacy, files were encrypted

Page 740
www.rsisinternational.org


http://www.rsisinternational.org/

INTERNATIONAL JOURNAL OF LATEST TECHNOLOGY IN ENGINEERING,
MANAGEMENT & APPLIED SCIENCE (IJLTEMAS)

ISSN 2278-2540 | DOI: 10.51583/IILTEMAS | Volume XV, Issue III, March 2026
using AES before local storage. To make sure the Virtual Vault Guard stayed solid, we used Postman and custom
scripts that cranked out unauthorized access requests to test the Dual-Key Custody and tamper alarms.

Data Handling:

All the intelligent number crunching happened within the Intelligent Services Layer, handling real-time asset
rates, automated interest utility logic, and OCR engine processing through RESTful APIs.

Performance Testing:

To see how things held up under pressure, we used Apache JMeter to simulate concurrent member transactions
across the Client App and Staff Portal. We modeled workloads with Poisson distributions, so the tests actually
felt like peak-hour traffic hitting the APl Gateway and Load Balancer.

A. SIMULATION ENVIRONMENT AND SOFTWARE CONFIGURATION
 PROPOSEDSYSTEMSMULATIONTESTBED | soeeksoomtiaron venomoroms v ™

pURMEL | | \' —}N' python Rz
@ me i VMO 0 4 -_‘.r‘v' Ijmw
(i) N ey b 00
— MYSQL ‘l R stress fasting 0 (‘ 0
o DATABASE ! || || o rensomruow n
| e | [ s A

( ) Autermated Simulater concareent

Ubuntu 2204 LTS L=  CRYPTOGRAPHYMODULE -+ No‘ PANDAS mhﬁ ofm%w
- “w , I JIJ N r muw - - sm » | - mw J

X ]

Discussion of Mathematical and Behavioral Models

We tested how well the system handles capital recovery and cryptographic security by using two main behavioral
models. Both are designed to mimic complicated lending disputes and data tampering scenarios.

Digital Bidding and Capital Recovery Model:

To really see how the automated auction layer works, we put it through a loan default scenario—which pops up
a lot when borrowers fail to repay on time.

e Model Parameters: We set up the simulation with a batch of loans where the currentTime >
loanDeadline and the repaymentStatus == FALSE.

e Simulation Result: Take a look at Figure 1. The system immediately picked up the defaulted loan and
marked the Digital Receipt as IN_AUCTION. As bidders submitted offers, the smart contract validated
that each new bid was higher than the previous one. Once the auction timer ended, the smart contract
successfully performed an Atomic Swap. That move automatically transferred funds to the Cooperative
and updated the receipt's owner address on the blockchain. For comparison, the old manual approach
relies on unfair auctions and paper-based records. So, using automated atomic swaps actually makes a
difference in ensuring transparent capital recovery.

Cryptographic Integrity Simulation (Asset Verification):

To see if the Secure Asset Ledger really blocks data tampering and fragile proofs of ownership, we ran an
automated security test. Here's how we did it: We uploaded a batch of 1,000 asset images and hallmark
certificates, generated their SHA-256 hashes, and minted the Immutable Receipts on the blockchain. Then, using
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a scripted simulation, we tweaked the metadata and image pixels on 200 of these files and tried to access them
through the client interface.

2. CRYPTOGRAPHIC INTEGRITY SIMULATION (DOC VERIFICATION)

SHA-256 HASH INTEGRITY CHECK [8] >
ORIGINAL [=>
vocument |=F—"{Hoe —@— Vo
Horig # Hpow—> (REJECTED)
ALTERED [=D H >® 4 S
DOCUMENT |= new
"""" PRVATE A A~ ~4 ~A ~4 ~4 ~8
LEDGER jmﬁ—ﬁ J,
Figure 2

e What happened? Take a look at Figure 2. The receipt verification logic caught every single altered
document. Not one slipped through. Each time the user viewed the receipt, the system re-calculated the
hash of the asset image. Because the new hash didn't match the original hash anchored inside the receipt,
the "Green Authenticity Shield" was denied. Bottom line: the system keeps pledged asset records secure,
tamper-proof, and guarantees non-repudiation within the lending network.

Functional Outcomes

This section presents the functional outcomes of the Secure and Transparent Asset Lending System. The
system was evaluated based on the successful execution of its core decentralized modules, utilizing a React
frontend and Spring backend architecture to process asset-backed loans securely.

The Virtual Vault Guard

The primary goal of this module was to replicate the security of a physical bank vault within a digital
environment. During testing, the vault successfully initialized in a LOCKED state. When a staff member initiated
an unlock request via the React interface, the state correctly transitioned to AWAITING_OWNER_SIG. The
system successfully validated dual-key custody, only transitioning to OPEN once both valid signatures were
verified. Furthermore, simulated unauthorized login attempts properly triggered the TAMPER_ALARM and
lockdown protocols.

Virtual Vault Guard

Dual-Key Custody
Logic
Initialization Access Request Verification s
. AWAITING_OWNER_SIG % (Checks signatures) ->
’ (LOCKED) {User triggers unlock) (Owner signs) State fransitions to OPEN
IMMUTABLE AUDIT LOG (Pushed to Blockchain Ledger) o
USER ID / KEY BLOCKCHAIN |
TIMESTAMP EVENT { ACTION DETAILS PREVSTATE | NEWSTATE  TRANSACTION
(Anonymized) ‘ l HASH
2026-83-17 10:05:31  Vault Init Systen Initialization {empty) LOCKED 0x87d6e1cd5..
2026-03-17 10:10:02 | Access Request | GxdaTbdfla2. | pecrifidoers unlockvia |\ oeyey AWATTING OWER_STG | Ox2c529307F... |
oeias e 1n e I Sionatire 0x0e3c5b5dl. | : = ' ‘
“202776 83 11 18:11:15  Verification (Owner) ,E‘,”,rfr,,,s,lgns fransacﬂon | NIJAITING_UNR_SIG. OPEN | 0x1f9e720ad.. ‘
2026-03-17 10:11:16 Vault Opened System ‘s’ﬁg'c‘e‘sjgfe&fyd OPEN OPEN 0x179e720a4...
2026-03-17 11:30:10 Vault Init System Initialization (empty) LOCKED 0xa%e7c5bld.. |
20%6-03-17 11:35:05  Access Request | OxTcdelfgap.. | boertriggersunlockvia | ooygp AWATTING_OWNER_SIG = @x3b1d9cTes..
| 226-03-17 11:37:12 3;5‘;?}2;:10[1 onggﬁgls]m_ | Owner signstransaction | AVKTTING CWNER_S1G) OPEN Oxcodhzase.. |
2026-03-17 11:37:13  Vault Opened | System ‘s’ﬂg:}e‘ggﬁj}ff OPEN OPEN Oxcdd7b2a%
IMMUTABLE, NON-REPUDIABLE AUDIT LOGGING. 2 :
EventAchor g dncunes d4ta Warity on the BioGlehiai. THE VIRTUAL VAULT GUARD: AUDIT TRAIL & VAULT OPENING LOG
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Discussion

The successful implementation of the Virtual Vault Guard ensures that no single entity, including system
administrators, can access the digital locker unilaterally. This completely eliminates the centralized control
vulnerabilities found in traditional pawn management operations.

Secure Asset Ledger

To test data integrity, asset evidence (including hallmark certificates and asset photos) was uploaded to the
platform. The system's cryptographic layer successfully generated a SHA-256 hash of the original files and
prompted the user to sign the hash with their private key. The off-chain files were successfully encrypted using
AES, while the file hash, asset type, and owner ID were securely anchored on-blockchain.

Customer Portal

8 Dashboard

Verify Asset

GOLD - gokul v

Asset is authentic. No tampering detected.

/] SPDX-License-Ident
pragma solidity ~0.8.0;

contract AssetStorage {

string[] public imageHashes;

function storeAsset(string memory imageHash) public {
imageHashes.push(_imageHash);

Smart Contract
Discussion

Unlike legacy systems that suffer from data tampering and non-repudiation disputes , this ledger guarantees that
once asset data is uploaded, it cannot be altered or viewed by unauthorized parties. The smart contract's ability
to verify digital signatures ensures strict authenticity.

Immutable Receipt Generation

The system successfully aggregated metadata—including the Wallet ID, Locker ID, Asset Weight, and Signed
File Hash—to mint a Digital Certificate of Deposit. When viewing the receipt, the system dynamically re-
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calculated the hash of the asset image. Because the hashes matched, the system successfully displayed the "Green
Authenticity Shield".

Receipt Generation Process
Metadata Aggregation

(Wallet ID, Locker ID,
Asset Weight, Signed File Hash)

ISSUED DIGITAL CERTIFICATES OF DEPOSIT (Immutable Receipts)

| Smart Contract mints | Anchoring Immutable
Digital Certificate of Deposit Receipt on Blockchain

CLIENT ASSETWEIGHT  SIGNED FILE HASH BLOCKCHAIN
RECEIPT ID TIMESTAMP L LOCKER ID 0 Yot ez DIGITAL DEPOSITSTATUS | SLOCKGHA  ion
In6378D3F300... | 20550%17  Metadata Aggregation | Oxda7..a2f | LOCKERAT00 180/24K | (signed hash) Generating 0x12a3b4c5d...
In6370D6F230... | 2026-03-17 | Smart Contractmints | 4457 a2f | LOCKER.A100 | 180/24K | (signed hash) Minted | | ox4c5d6e7fs
- 110:31:02 Digital Certificate of Deposit g ‘Mintea u I
2026-03-17 = Anchoring Immutable . TR
In6378D6F238... 10:31:03 Receipt on Blockchain Ox4a7..a2f  LOCKER_A100 | 180/ 24K (signed hash) Anchored 0x4c5d6e7f8...
2026-03-17  Verification Check (matches VERIFIED - “Green
In6379D6F243... 10:35:55 (Dynamic) (System) LOCKER_A100 | 180/ 24K original hash) Authenticity Shield” 0x7f8a9b0cT...
2026-03-17 | Verification Check (mis-matches UNVERIFIED -
In6379D6F243... | 11:00:10 (Dynamic) (System) LOCKER_B211 original hash) Verification Denied 0x2a3b4cSds... J
Green Authenticity Shield
O Fetch original hash, ~_ Logic Box: \ VERIFIED -
—> ; —p = f—— S o e -
=) dynamically Original Signed File Hash == | Show “Green Authenticity Shield

recalculate hash Recalculated Hash
User View e J

Digital Receipt Generation

Mis-matches original hash

Discussion

Traditional paper-based receipts, such as the standard bank slips previously utilized (e.g., Punjab National Bank
manual receipts), are highly susceptible to loss and forgery. The automated generation of structured JSON
receipts assigned directly to the customer's wallet address provides an unshakeable, legally binding proof of
ownership.

Digital Bidding and Capital Recovery

To evaluate the automated liquidation process, a simulated loan was forced past its deadline with the repayment
status marked as false. The smart contract successfully flagged the receipt as IN_AUCTION. Bidders submitted
offers, and the system correctly validated that new bids exceeded the currentHighestBid. Upon auction expiry,
the smart contract executed an Atomic Swap, successfully transferring the funds to the cooperative and updating
the receipt's owner address to the winner.

Digital Bidding

) cou Auion @ ) e

25,000 w0 225,000

E-Bidding
Discussion

This module directly solves the deep-rooted industry issue of unfair auctions. By recording every bid timestamp
and amount on the blockchain , the recovery of defaulted funds becomes entirely transparent, fair, and automated.
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Digital Records & Utility Module

The utility module was evaluated for its operational efficiency. The user interface successfully handled CRUD
operations for customer profiles and digital loan agreements. The integration of the Real-Time Asset Rate API
and the automated Loan Estimator functioned seamlessly, providing accurate interest calculations instantly.
Additionally, the Notification Service correctly triggered alerts for overdue payments.

AuraGold - Pawn Management X +

<« C @ localhost:3000

AURAGOLD Calculator Asset Rates

Weight (grams) Purity

1 22K

Ornament Type

Ornaments

Estimate Loan Amount i

e - [ o~

Loan Estimator Calculator

Home Calculator

Current Asset Rates

market rates fetched

GOLD SILVER

15,200 290

Real Time Asset Rates
Discussion

While previous cloud-based pawnshop models lacked built-in SMS/Email notifications for overdue payments or
relied strictly on internal data entry , this system's utility layer drastically improves the speed and accuracy of
loan processing.

DISCUSSION OF FINDINGS

This project dug into how blockchain technology shapes both the security and efficiency of asset-backed lending.
Tools like the Virtual Vault Guard, Secure Asset Ledger, Immutable Receipt Generation, and Digital Bidding
really made a difference for the overall management at lending institutions. These results line up with Dr. R.
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Senthil’s 2024 study on digital transformation in gold loan NBFCs—he found that going digital cuts costs and
speeds up loan processing.

Looking closer at the blockchain components, the Secure Asset Ledger and Virtual Vault Guard clearly boost
data integrity in pawn management. Sure, there’s a bit of extra computational load during AES encryption and
SHA-256 hashing, but you get better security and fewer headaches over possible non-repudiation disputes.
Consequently, that’s what you’d expect—strong cryptography is supposed to stop data tampering. These results
back up L. Yan’s 2022 research, which argued that robust security protocols are the way to go for preventing
data leaks and keeping out unwanted access.

Immutable Receipt Generation tells a similar story—it has a solid, measurable effect on building customer trust
and verifying ownership. The impact isn’t just noticeable—it’s strong, meaning that issuing blockchain-signed
digital certificates really helps strengthen the proof that someone owns what they claim. J. L. Phiri and his
colleagues found something similar in their 2025 system for lending management. They saw that automation
makes the whole loan process way more efficient by taking paperwork out of the equation. Plus, connecting
everything through intelligent financial platforms only makes those operational improvements stick.

For the Digital Bidding and automated auction module, the story keeps getting better. Automated smart contracts
(Atomic Swaps) make these auctions more transparent and help lenders recover capital fairly—so there’s less
reliance on shady or unfair manual processes. That fits right in with Sahara et al.’s 2025 findings: digital
innovation breaks down transaction barriers and boosts customer satisfaction with instant, online services.

One thing still stands out, though. Even with the Al Interest Engine giving out solid rate recommendations, if
you don’t pair it with a secure ledger, you’re still left with shaky ownership records. The bottom line? Predictive
models on their own aren’t enough for airtight security—they’re built for forecasting financials, not safeguarding
assets. Alfianda et al. (2025) saw this too: LSTM and GCN models nailed predicting gold prices but couldn’t
actually manage real-world, physical gold pledges in a secure way.

Limitations and Future Work

Consequently, the biggest limitation here is that everything was tested in a simulated environment. We measured
gas costs and network latency using local Docker setups—not on a real mainnet. Next time, the Virtual Vault
Guard needs to run in an actual NBFC environment. That way, we can see how hardware security modules
perform in the real world and make sure we’re meeting all the regulatory requirements around data residency.

CONCLUSION AND RECOMMENDATIONS

A secure and transparent asset lending system is key to bringing pawnshops into the modern era. As the industry
heads deeper into "Embedded Finance," those blockchain-connected digital lockers aren't just a fancy upgrade—
they're what keeps everything above board and customers feeling safe. It's about staying compliant, sure, but it's
also about earning trust.

Looking forward, the tech should keep up with changing blockchain standards to stay interoperable and secure
for the long haul. Managers at financial institutions should get proactive, using those digital lockers to attract the
right customers, but only if they've got a solid data privacy policy everyone can actually see and understand.
When you throw in strong cryptographic programs for background checks and asset verification—plus tightly
regulated on-chain file hashing—it creates real trust. That transparency isn’t just technical; borrowers feel
genuinely confident in the system, and that’s what keeps them coming back.
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