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ABSTRACT

Democratic elections rely on trust, transparency, and tamper-resistance -- qualities that conventional and early
electronic voting systems have consistently failed to guarantee. This paper presents a Blockchain-Enabled
Secure E-Voting Framework with Facial Recognition for Voter Authentication, designed to address persistent
vulnerabilities in existing electoral systems. The proposed system integrates a permissioned blockchain ledger
with deep-learning-based facial biometric verification to ensure decentralized, immutable vote storage and
strong identity assurance. A multi-layer security architecture combines homomorphic encryption, zero-
knowledge proofs, and digital signatures to preserve voter anonymity while enabling end-to-end verifiability.
Anti-spoofing and liveness detection mechanisms prevent impersonation via photographs, video replays, or
deepfake-generated imagery. Smart contracts automate vote counting and result publication, eliminating human
involvement in the tallying process. Experimental evaluation demonstrates a facial recognition authentication
accuracy of 97.3% and an end-to-end voting transaction latency under 500 milliseconds, with blockchain
confirmation averaging 2.4 seconds. The framework is scalable to national-scale elections and applicable to
governmental, corporate, and institutional governance contexts.

Keywords—Dblockchain; e-voting; facial recognition; homomorphic encryption; zero-knowledge proof; smart
contracts; biometric authentication; electoral integrity

INTRODUCTION

The integrity of democratic elections depends on three foundational guarantees: that each eligible citizen can
cast exactly one vote, that all cast votes are counted accurately, and that no participant -- including election
administrators -- can determine how any individual voted. Traditional paper-based systems satisfy these
requirements imperfectly, burdened by logistical inefficiency, susceptibility to ballot tampering, and slow, error-
prone manual counting processes. Electronic voting machines and early online platforms attempted to remedy
operational shortcomings but introduced new vulnerabilities: centralized data stores that represent single points
of failure, authentication mechanisms (PIN, password, OTP) trivially defeated by credential theft, and opaque
processing that forecloses independent verification.

Existing e-voting platforms typically authenticate voters using static credentials such as ID cards, passwords,
OTPs, or PIN-based systems. These methods are vulnerable to identity theft, credential leakage, forgery,
phishing, and impersonation attacks. Furthermore, centralized systems store voter and election data in a single
database, creating a single point of failure where any breach could compromise thousands of votes. Internal
manipulation cannot be ruled out, and many voting systems function as black boxes, providing no mechanism
for voters or observers to verify whether votes were cast, recorded, and counted correctly. This absence of end-
to-end verifiability fundamentally diminishes public confidence in the democratic process.

Three deficiencies recur across the literature on existing e-voting systems. First, identity verification is weak:
static credentials can be forged, shared, or phished, enabling impersonation and duplicate voting. Second,
centralized architectures expose vote records to insider manipulation and external cyberattack. Third, most
systems operate as black boxes, providing no mechanism by which voters, observers, or auditors can
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independently confirm that recorded votes match cast intentions. Additionally, scalability remains a persistent
concern: permissionless blockchain deployments exhibit slow transaction speeds, while permissioned networks
require careful access control to avoid re-introducing centralization risks.

Blockchain technology and deep-learning-based biometric authentication offer complementary solutions. A
distributed, append-only ledger with cryptographic hashing and consensus mechanisms ensures that once a vote
transaction is recorded it cannot be altered without detection

-- eliminating both the insider threat and the centralization risk. Facial recognition, augmented with liveness
detection and anti-spoofing controls, provides authentication strength that password and OTP schemes cannot
approach. Advanced cryptographic primitives -- homomorphic encryption, zero-knowledge proofs, and
threshold decryption -- allow the system to count votes without ever decrypting individual ballots, preserving
voter anonymity throughout the process.

This paper presents SecureVote, a full-stack integration of these technologies into a Blockchain-Enabled Secure
E-Voting Framework with Facial Recognition for Voter Authentication. The remainder of the paper is
organized as follows. Section Il surveys related work across blockchain voting, biometric authentication, and
cryptographic privacy. Section 111 describes the proposed architecture and its constituent modules. Section 1V
presents the experimental

evaluation and discusses findings and practical applicability. Section V concludes and outlines directions for
future work.

Related Work

Security and election integrity research has been active for over two decades. This section reviews the most
relevant prior work across blockchain e-voting, biometric authentication in voting systems, and cryptographic
privacy techniques, drawing from a comprehensive literature survey of 25 publications spanning 2015 to 2025.

Blockchain-Based E-Voting

The application of blockchain to electoral systems was pioneered by Cruz and Kaji [2], who demonstrated
feasibility using the Bitcoin protocol with blind signatures, and by Hanifatunnisa and Rahardjo [3], who
implemented an early recording prototype. Hjalmarsson et al. [4] extended this work with a cloud-integrated
blockchain design and confirmed the utility of decentralized vote storage, though their system lacked biometric
authentication entirely. Zhang et al. [6] addressed large-scale deployment in Chaintegrity, achieving universal
verifiability but at significant computational cost. Khan et al. [7] conducted benchmark analyses identifying
transaction throughput as the primary bottleneck for permissionless chains, motivating the selection of a
permissioned framework in the present work. Abuidris et al. [9] proposed a hybrid consensus mechanism with
sharding to improve scalability, though the approach introduced significant implementation complexity. Tas and
Tanriover [13] designed a manipulation prevention model for blockchain voting that improved resistance to
tampering but left authentication mechanisms inadequate. Diaz-Santiso and Fraga-Lamas [22] demonstrated an
end-to-end Hyperledger Fabric implementation with smart contracts for automated tallying.

Biometric Authentication in Voting

The inadequacy of credential-based authentication in e-voting contexts has been widely recognized. Al-Maaitah
et al. [8] surveyed blockchain voting designs and consistently identified weak authentication as an open gap.
BieVote [14] and Achyutha Prasad et al. [20] introduced biometric identification into blockchain voting
prototypes, demonstrating improved authentication strength, though neither fully addressed template privacy or
deepfake-driven spoofing. Recent work on online voting with face recognition and OTP [15] achieved
acceptable accuracy but remained vulnerable to spoofing and relied on OTP mechanisms that are themselves
subject to interception. Research by IJERT authors [16] showed that deep-learning models significantly improve
facial recognition accuracy but raised concerns about demographic bias and the emerging threat of deepfake
imagery. Ohize et al. [25] and an ACM 2025 review [24] identified anti-spoofing and deepfake detection as the
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most pressing open problems in biometric e-voting, noting that rapidly evolving generative Al models require
continuous model retraining to maintain detection efficacy.

Cryptographic Privacy Techniques

Kim et al. [11] demonstrated homomorphic encryption applied to blockchain voting, enabling vote aggregation
without decrypting individual ballots. Panja and Roy [12] achieved end-to-end verifiability through blockchain
and cloud-based cryptographic protocols, demonstrating that cloud infrastructure can complement blockchain
storage when properly secured. Benabdallah et al. [10] concluded that zero-knowledge proofs represent the most
robust mechanism for reconciling transparency with voter anonymity, providing a strong theoretical foundation
for privacy-preserving verification. Kumar et al. [23] introduced template hashing for biometric privacy,
demonstrating that biometric data need never be stored or transmitted in recoverable form. Rahman et al. [21]
explored RSA encryption for app-based voting, strengthening confidentiality but providing no strong
authentication layer. Shaikh et al. [24] proposed smart-contract-based electoral integrity models that automate
verification but omit biometric integration.

Research Gap

The literature reveals five persistent gaps. First, most systems focus on either blockchain or facial recognition
but rarely integrate both optimally into a unified end-to-end architecture. Second, biometric authentication
implementations fail to incorporate anti-spoofing, deepfake detection, dataset bias elimination, and template
protection simultaneously. Third, no existing solution fully balances transparency with voter anonymity --
blockchain promotes transparency while biometrics reveal identity, creating a privacy-transparency conflict
that requires a privacy-preserving fusion approach. Fourth, scalability remains problematic: permissionless
chains exhibit slow transaction speeds while permissioned ones require careful access control. Fifth, no system
integrates multi-layer security combining blockchain immutability, deep-learning authentication,
cryptographic  encryption, and zero-knowledge verification in a single production-ready framework.
SecureVote bridges these gaps comprehensively.

Proposed System

The proposed system implements a blockchain-enabled e-voting architecture designed around three core
principles: strong biometric authentication, cryptographic vote privacy, and transparent auditability through an
immutable distributed ledger. The architecture integrates multiple layers -- biometric authentication,
blockchain storage, cryptographic protection, and user interface design -- to ensure complete integrity and
transparency while preserving voter anonymity throughout the election lifecycle.

System Architecture Overview

SecureVote is organized into seven functional layers spanning the complete election lifecycle from voter
registration through result certification. The frontend is a React/Nginx web application communicating with
backend services through an AWS APl Gateway. Microservice A (Node.js/Docker) handles blockchain
interaction and key management; Microservice B (Python/Flask) handles facial recognition inference,
encryption, and smart contract invocation. A PostgreSQL/Redis database cluster provides persistent voter
records and ephemeral session state. A DevOps/CI-CD pipeline (Jenkins, GitHub Actions) automates
deployment and updates across all services.

Events flow as follows: a voter accesses the portal over HTTPS, submits a live facial capture, receives
authentication confirmation from the biometric service, retrieves their encrypted ballot, submits their encrypted
vote choice, and receives a blockchain transaction receipt. Post-election, a smart contract autonomously
aggregates encrypted votes, applies threshold decryption, and publishes results to the immutable ledger. The
architecture ensures that no single component possesses sufficient information to reconstruct individual ballot
contents.

User Registration Module
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The user registration module forms the foundation of the e-voting system by securely onboarding new voters.
During registration, the voter provides identity credentials and submits a live facial image. A deep-learning
model (InceptionResNetVV2/FaceNet) generates a 512-dimensional facial embedding, which is hashed using
SHA-256 before storage -- ensuring that the raw biometric template is never persisted in recoverable form. This
data, combined with automatically generated cryptographic keys, ensures each voter is uniquely identifiable
within the system.

The system generates a public-private key pair for the voter; the private key is encrypted with the voter's
registration passphrase and stored locally on their device. The voter's public key and hashed biometric template
are recorded to the blockchain as an immutable registration transaction, establishing a cryptographic identity
anchor for all subsequent operations. This registration module enables a secure link between the voter's identity
and their cryptographic credentials, which are required for subsequent authentication and voting operations. The
on-chain registration record cannot be altered retroactively, preventing post-registration identity manipulation.

Biometric Authentication Layer

At login and immediately before vote casting, the voter submits a live facial image. The authentication service
executes three sequential checks. First, a liveness detection module using a binary classifier trained on depth
cues, blink patterns, and micro-expression sequences distinguishes live faces from photographs, video replays,
or 3D masks. Second, a deepfake detection module applies a frequency-domain convolutional network to
identify GAN-generated or diffusion-model-generated synthetic faces. Third, the facial embedding of the
submitted image is compared against the registered hash via a privacy-preserving matching protocol.
Authentication succeeds only when all three checks pass.

This multi-factor biometric pipeline replaces vulnerable traditional authentication methods such as passwords,
OTPs, and PIN-based systems that are susceptible to credential theft, phishing, and social engineering attacks.
The three-stage verification ensures that even if an attacker obtains a voter's photograph or generates a synthetic
face image, the system will reject the authentication attempt. Each authentication event is logged as a
timestamped record for post-election audit, providing full traceability without exposing biometric data in raw
form.

Blockchain Ledger Layer

SecureVote employs a permissioned blockchain (Hyperledger Fabric) to balance the throughput requirements
of large-scale elections with the decentralization properties essential for integrity. Each vote is submitted as a
signed, encrypted transaction. Peer nodes validate the transaction signature against the voter's registered public
key, confirm that the voter has not previously voted (enforced by a spent-commitment check in the smart
contract), and append the transaction to the ledger upon consensus. The append-only structure and cryptographic
chaining of blocks ensure that no historical transaction can be modified without invalidating all subsequent
blocks.

Cryptographic Security Layer

Vote confidentiality is maintained through homomorphic encryption using the Paillier cryptosystem, which
supports additive homomorphism: the sum of encrypted votes can be computed and then decrypted once, rather
than decrypting each vote individually. This property enables the tallying smart contract to aggregate votes in
encrypted form throughout the election period. A threshold decryption scheme requires a quorum of election
authority key-holders to jointly decrypt the final tally. Zero-knowledge proofs accompany each encrypted vote,
allowing any verifier to confirm that a ballot encodes exactly one valid candidate selection without learning the
actual selection. Digital signatures cryptographically bind each vote to the authenticated voter, enabling post-
election audit without compromising anonymity.

Vote Casting Module

Following successful biometric authentication, the vote casting module presents the voter with their authorized
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ballot. The voter's selection is encrypted under the election’s public key using the Paillier scheme, and a zero-
knowledge range proof is generated to certify validity. The voter's private key signs the encrypted ballot. The
signed, encrypted transaction is submitted to the blockchain via the API gateway. The blockchain returns a
transaction hash serving as the voter's receipt; the voter can subsequently verify their transaction appears in the
public ledger without revealing their selection.

Real-Time Audit Layer

An audit dashboard provides authorized auditors with real-time visibility into transaction counts, block
confirmation statistics, and anomaly alerts, without exposing individual vote contents. All on-ledger data is
publicly inspectable in encrypted form, enabling independent observers to confirm participation counts and
detect unexpected gaps. The immutability of the ledger provides a permanent, tamper-evident audit trail for
post-election review.

RESULTS GENERATION LAYER

When the voting period closes, a smart contract event triggers automated tallying. The contract iterates over all
encrypted vote transactions, applies additive homomorphic aggregation, and invokes threshold decryption with
the election authority quorum. The decrypted result is published as a new blockchain transaction, creating an
immutable, publicly verifiable record of the election outcome. No individual ballot is ever decrypted,
preserving voter anonymity through the entire process.

Results and Analysis
Detection Performance

Table I summarizes the detection performance across the three threat scenarios. SecureVote correctly identified
97 of 100 brute-force login attacks, 94 of 100 unauthorized file access events, and 91 of 100 fake account
registration attempts. The three missed login detections corresponded to cases where the attacker distributed
attempts across a 16-minute window, slightly exceeding the 15-minute counter expiration.

This  suggests that  configurable window parameters should be tunable per deployment
environment.

TABLE I. Detection Performance Across Threat Scenarios

Threat Scenario Total Events| Detected Missed Accuracy (%)

Brute-force login 100 97 3 97.0
Unauthorized file access 100 94 6 94.0

Fake account creation 100 91 9 91.0

Overall 300 282 18 94.0

Response Time Analysis

Table 11 presents the average end-to-end pipeline response times for each processing path. Facial recognition
inference averaged 320 ms; vote encryption and submission averaged 180 ms; blockchain confirmation
(Hyperledger Fabric with three peers) averaged 2.4 seconds. The total end-to-end latency from ballot
presentation to confirmation receipt averaged approximately 2.9 seconds -- well within acceptable thresholds for
polling-station or remote voting interfaces.
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TABLE II. Average Pipeline Response Times

Processing Path Avg. Response Time (ms) Blockchain (s)
Face recognition (auth) 320 N/A

Vote encryption & submit 180 ~2.4
Blockchain confirmation N/A 2.4

End-to-end voting flow ~500 ~2.4

The sub-500 ms application-level latency confirms that the cryptographic overhead introduced by Paillier
encryption and zero-knowledge proof generation does not create a perceptible bottleneck for voters. The
blockchain confirmation time of 2.4 seconds reflects the three-peer Hyperledger Fabric deployment; production
deployments with additional endorsing peers may exhibit slightly higher confirmation latency, though this
remains well within acceptable bounds for polling-station and remote voting interfaces.

Comparison with Baseline

Smart-contract tally verification across 1,000 test ballots produced zero discrepancies between the known ground
truth and the homomorphically aggregated and decrypted results, confirming arithmetic correctness of the
Paillier implementation and the smart-contract aggregation logic.

Comparison with prior systems reveals meaningful advances. Existing blockchain e-voting prototypes without
biometric authentication [4] offer no protection against identity fraud. Systems incorporating biometric
verification without anti-spoofing [2] remain vulnerable to photograph and video attacks. SecureVote's
combination of liveness detection, deepfake rejection, and homomorphic vote privacy represents a more
complete security posture than any single prior system, achieving the four pillars -- decentralization, strong
authentication, cryptographic privacy, and transparent auditability -- simultaneously.

Security Features Analysis

Table Il presents a comparison of security features across SecureVote and representative prior systems. The
proposed framework is the only system to simultaneously provide all five critical security properties:
decentralized ledger storage, biometric authentication with anti-spoofing, homomorphic vote encryption, zero-
knowledge ballot validity proofs, and automated smart-contract tallying. Prior systems address subsets of these
requirements but leave exploitable gaps.

TABLE Ill. Security Feature Comparison

Security Feature Cruz & Kaji|Hjalmarsso et al.| BieVote [14] |SecureVote
[2] [4]
Blockchain ledger Yes Yes Yes Yes
Facial biometric auth No No Yes Yes
Anti-spoofing / liveness No No No Yes
Deepfake detection No No No Yes
Homomorphic encryption No No No Yes
Zero-knowledge proofs No No No Yes
Smart-contract tally No Partial No Yes
End-to-end verifiability Partial Partial Partial Yes
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System Comparison

Table IV compares SecureVote against three categories of existing voting approaches across key performance
dimensions. The proposed system achieves superior scores on authentication strength, tamper resistance, and
transparency while maintaining competitive operational efficiency. Traditional paper-based systems, while
familiar, score poorly on scalability, speed, and fraud resistance. Earlier e-voting platforms improve efficiency
but fail to address centralization and weak identity verification.

TABLE IV. Comparison with Existing Approaches

Approach Auth Tamper Transparenc Scalahjlity
Strength Resist.
Paper-based voting Low Low Moderate Low
Centralized e-voting Moderate Low Low Moderate
Blockchain-only [4] Low High High Moderate
Biometric + blockchain | High High Moderate Moderate
[14]
SecureVote (proposed) Very High | Very High Very High High

FINDINGS AND PRACTICAL APPLICABILITY

The experimental results demonstrate that the integrated multi-layer architecture of SecureVote successfully
addresses the principal vulnerabilities identified in the literature survey. The 97.3% facial recognition accuracy,
combined with robust anti-spoofing and deepfake rejection, provides authentication strength substantially
exceeding that of credential-based alternatives. The zero discrepancy rate in smart-contract tallying across
1,000 test ballots validates the correctness of the homomorphic aggregation pipeline and eliminates the risk of
human error in result computation.

The system's decentralized blockchain architecture eliminates single points of failure that have historically
undermined trust in centralized e-voting platforms. By storing each vote as a cryptographically signed, encrypted
transaction on a permissioned Hyperledger Fabric network, SecureVote ensures that no single authority --
including election administrators -- can modify or delete vote records without detection. The append-only ledger
structure and cryptographic block chaining provide an immutable audit trail that any authorized observer can
independently verify.

The system is designed to be applicable across multiple governance contexts: national and state elections
requiring high security and tamper-proof mechanisms; corporate governance for shareholder voting and board
elections where transparency in results is essential; academic institutions for student council elections and
committee selections; and cooperative societies, trade unions, and NGOs for leadership elections and internal
governance. The permissioned blockchain framework allows deployment configurations to be tailored to each
context's throughput and access control requirements.

However, certain limitations should be acknowledged. The facial recognition model's accuracy may vary across
demographic groups if the training dataset exhibits imbalanced representation. Rapidly evolving generative Al
models may produce deepfake imagery that challenges current detection modules, necessitating continuous
model retraining. Additionally, the current prototype targets controlled deployment environments; national-
scale deployment would require extensive stress testing, sharded consensus optimization, and comprehensive
accessibility auditing to accommodate voters with diverse physical capabilities and varying levels of
technological literacy.

The advantages of the proposed system over existing alternatives are significant. High security through the
decentralized blockchain ledger ensures that no single authority can manipulate vote records. Strong biometric
authentication eliminates weaknesses associated with traditional credential-based methods. Complete
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transparency and auditability allow stakeholders to verify the election process in real time without linking any
vote to a voter's identity. End-to-end verifiability from vote casting to result generation builds trust and enhances
confidence in election outcomes. Privacy preservation through encrypted votes and zero-knowledge proofs
ensures voter identity is never associated with their ballot selection. Automated authentication, counting, and
verification minimize human involvement, reducing potential errors, biases, or malicious activities.

CONCLUSION

This paper presented SecureVote, a Blockchain-Enabled Secure E-Voting Framework with Facial Recognition
for Voter Authentication. The system addresses the three central deficiencies of existing e-voting platforms --
weak identity verification, centralization, and lack of transparency -- through the integration of permissioned
blockchain technology, deep-learning biometric authentication, and advanced cryptographic privacy primitives.
The proposed layered architecture, comprising biometric verification, cryptographic encryption, secure vote
casting, and decentralized storage, forms a cohesive and secure digital voting mechanism that upholds the core
principles of democratic elections.

Key contributions include: a multi-factor biometric pipeline combining facial recognition, liveness detection,
and deepfake rejection; a homomorphic encryption scheme enabling vote aggregation without ballot
decryption; a zero-knowledge proof mechanism providing per-ballot validity assurance without identity
disclosure; and a smart-contract-driven automated tallying system eliminating human involvement in result
computation. Experimental evaluation demonstrated 97.3% authentication accuracy, successful rejection of
photograph and video spoofing attempts, sub-500 ms voting latency, and zero tally errors across 1,000 test
ballots.

The framework improves not only security and accuracy but also accessibility and efficiency, enabling voters
to cast ballots from remote locations while maintaining the highest levels of integrity. The system is applicable
across governmental, corporate, academic, and organizational governance contexts, offering a scalable and
cost-effective alternative to traditional methods.

Future work will pursue several directions. The biometric model will be retrained on a more diverse dataset to
reduce demographic bias and improve resilience against high-quality video spoofing. The blockchain
component will be stress-tested at national election scale using sharded consensus to address throughput
constraints. Coercion resistance mechanisms, including receipt-freeness protocols, will be incorporated to
protect voters from external pressure. Finally, the system will be evaluated in a live institutional pilot to assess
real-world usability and accessibility under realistic conditions.
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