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Abstract: As cloud and edge computing evolve into foundational elements of national digital infrastructure, security concerns
remain at the forefront, particularly in emerging markets like Cameroon. This study examines the security challenges within
Camtel’s cloud-edge ecosystem, identifying critical vulnerabilities, evaluating mitigation strategies, and proposing a multi-layered
security framework. We integrate Al-enhanced Intrusion Detection Systems (Al-IDS), Trusted Execution Environments
(TEEs), and Blockchain-based audit logging to strengthen authentication, data integrity, and threat detection. Through STRIDE-
based threat modeling and experimental validation, we assess security-performance trade-offs, quantifying latency, throughput,
and power consumption impacts across various configurations. Results indicate that while TEEs and Al-IDS significantly enhance
system resilience, they introduce resource overhead that requires careful optimization. The study provides strategic
recommendations for secure cloud-edge adoption, contributing to Cameroon’s national cybersecurity framework while offering
insights applicable to broader edge computing deployments. The study also highlights current threats, evaluates Camtel’s evolving
infrastructure, and proposes actionable security frameworks to ensure resilience, data sovereignty, and trust in public services.

Keywords: Cloud Computing, Edge Computing, Cybersecurity, Trusted Execution Environments (TEES), Al-Enhanced Intrusion
Detection, Blockchain Security, National Infrastructure, STRIDE Threat

|. Introduction

The rapid adoption of cloud and edge computing has transformed digital infrastructure, enabling scalable data storage and real-
time analytics across various domains, including telecommunications, healthcare, and smart cities. While cloud computing offers
centralized management and processing capabilities, edge computing extends computational power to the network periphery,
reducing latency and improving responsiveness for time-sensitive applications [1]. However, this technological evolution
introduces critical security challenges, particularly for national cloud-edge infrastructure, where data integrity, authentication,
and threat mitigation must be robustly enforced.

Cameroon’s cloud-edge ecosystem—Ilargely governed by Camtel—faces unique cybersecurity vulnerabilities stemming from
insider threats, data exfiltration, physical tampering, and inadequate regulatory frameworks. Global studies highlight
security models such as zero-trust architectures, which mandate continuous authentication for all network entities [2], as well as
Trusted Execution Environments (TEES) that isolate sensitive computations from untrusted software layers [3]. Additionally,
blockchain-based audit mechanisms have demonstrated potential in ensuring tamper-proof access logging and data provenance
[4]. Despite these advancements, existing research largely focuses on global implementations, lacking localized studies on how
these security measures can be adapted to Cameroon’s digital landscape.

This paper aims to bridge this research gap by developing a multi-layered security framework tailored for Cameroon’s cloud-
edge infrastructure. Specifically, We :

Identify cybersecurity vulnerabilities within Camtel’s cloud-edge infrastructure through STRIDE-based threat modeling [5].

Implement and evaluate security measures such as Al-enhanced Intrusion Detection Systems (Al-1DS), TEEs, and
Blockchain-based audit logging to mitigate risks.

Quantify security-performance trade-offs, assessing latency, throughput, and power consumption across security
configurations.

Propose strategic recommendations to guide policymakers and industry stakeholders in securing Cameroon’s national cloud
infrastructure.

By conducting experimental validation and performance benchmarking, this study contributes to the development of a secure,
scalable, and resilient cloud-edge architecture that aligns with Cameroon’s evolving cybersecurity policies. The findings will not
only inform national security strategies but also provide insights applicable to broader emerging-market cloud deployments.

Despite these benefits, security remains a critical concern in both paradigms. Cloud platforms face persistent threats such as
unauthorized access, data exfiltration, and insider threats. Simultaneously, edge environments are susceptible to device-level
tampering, limited physical security, and inconsistencies in patching or software updates [2]. The distributed nature and
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heterogeneous architecture of edge systems further complicate security enforcement, creating blind spots in threat detection and
response.

Recent research emphasizes the importance of unified security models that span both cloud and edge infrastructures. These models
include zero-trust architectures, which require continuous verification of user and device identities, and blockchain-based solutions
that support decentralized authentication and tamper-evident logging [3][4]. Additionally, Trusted Execution Environments (TEES)
and confidential computing are gaining traction as mechanisms for securing data in use, especially at the edge where trust boundaries
are unclear [5].

A growing area of concern is the integration of artificial intelligence (Al) into cloud-edge systems, both as a target and a tool for
cybersecurity. While Al-based Intrusion Detection Systems (IDS) and threat prediction models improve situational awareness,
adversarial machine learning poses new attack vectors that must be addressed [6]. Moreover, the rise of post-quantum cryptography
and federated learning points to the next frontier in secure distributed computing.

This paper presents a comprehensive analysis of the current state of secure cloud and edge computing, identifying evolving threats,
reviewing recent advancements, and outlining future research directions for building trustworthy systems that balance performance,
privacy, and resilience.

11. Methodology

The methodology employed in this research on Secure Cloud and Edge Computing integrates systematic literature review, threat
modeling, and experimental validation to assess the effectiveness of existing security mechanisms and propose new strategies for
enhancing data protection across distributed environments.

I11. Literature Review and Gap Analysis
Literature Review
Research on secure cloud and edge computing in Cameroon is still developing, but several studies highlight key aspects:

Fog Computing & Edge Security: A study on fog computing explores how it bridges the gap between cloud and edge computing,
addressing latency and bandwidth challenges [7].

Security & Privacy in Edge Computing: A systematic review discusses security vulnerabilities, privacy concerns, and mitigation
strategies in edge computing [8].

Security Implications in Cloud Networks: Research highlights cybersecurity risks, encryption techniques, and Al-driven security
solutions for cloud and edge computing.[9]

Focus Approach Identified Gaps / Contributions
IRl EldE 1B Al techniques  in edge  Conceptual / Lacks real-world validation or performance
computing Theoretical metrics

EIVAERGREE IR Secure  communication  in - Blockchain- High overhead; no performance benchmarking in
edge-cloud systems enhanced framework low-resource environments

AR GENO RIS Intrusion  detection  using  Distributed IDS Focuses on accuracy only; lacks discussion on

al federated learning model latency or energy use

R RelGIERNCIS TEE-based security in edge Intel SGX prototype  Limited application domains; not integrated with
al. computing Al or real telecom infrastructure
Cloud infrastructure strategy in  Policy review + Lacks technical implementation or security
I ELGIIERNE S sub-Saharan Africa SWOT analysis evaluation

al.

PZARBIEN RGN National data governance in  Qualitative legal- No system-level architecture proposed or tested
francophone Africa policy review

This study Al + TEE for secure Experimental, Combines security, performance evaluation, and
cloud/edge in  Cameroon context-based infrastructure context underrepresented in prior
(Camtel) work

Table_1: Comparative studies

These studies provide insights into data protection, network security, and emerging technologies but lack specific focus on
Cameroon’s national cloud infrastructure.

Gap Analysis: Context of Cloud Infrastructure in Cameroon
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The cloud infrastructure landscape in Cameroon is shaped by several key factors, including the national telecommunications
strategy, the role of Cameroon Telecommunications (Camtel), and existing connectivity challenges. The main key components to
considered in the paper are:

National Telecommunications Strategy: Cameroon has been making significant strides in developing its telecommunications
infrastructure, focusing on enhancing connectivity and accessibility throughout the nation. The government has prioritized digital
transformation as a key driver of economic growth.

Cameroon Telecommunications (Camtel): Camtel is the primary telecommunications provider in Cameroon and plays a crucial role
in shaping the national cloud strategy. It aims to provide secure and efficient cloud services, leveraging local data centers and
promoting the use of cloud computing for businesses and government institutions.

Connectivity Issues: Despite advancements, Cameroon still faces challenges in connectivity, especially in rural areas. Limited
internet penetration and inconsistent service quality can hinder the adoption of cloud services. The government is actively working
on infrastructure projects to improve broadband access and reduce digital divides.

Emerging Technologies: The adoption of emerging technologies, such as Al and edge computing, is becoming increasingly relevant
in the context of cloud infrastructure. These technologies can enhance the security and efficiency of services offered by Camtel and
other providers.

Regulatory Framework: The regulatory environment for cloud services in Cameroon is evolving. The government is working to
establish policies that promote secure computing and protect user data while fostering innovation and investment in cloud
technologies.

Local Challenges and Opportunities: While there are challenges related to infrastructure and connectivity, the growing interest in
digital transformation presents opportunities for businesses to adopt cloud solutions. Local startups and tech companies are
beginning to explore cloud-based services, contributing to the overall ecosystem.

Despite existing research, several gaps remain in Cameroon’s cloud and edge security landscape:
Limited Local Research — Most studies focus on global trends, with few addressing Cameroon’s unique challenges.
Regulatory Frameworks — There is a need for stronger cybersecurity policies tailored to Cameroon’s digital ecosystem.

Infrastructure Development — Research on edge computing deployment in Cameroon is scarce, limiting practical
implementation.

Threat Intelligence & Al Security — Studies on Al-driven security solutions for Cameroon’s cloud infrastructure are minimal.
Recommendations for Future Research

Develop localized cybersecurity frameworks for cloud and edge computing in Cameroon

Enhance Al-driven security solutions to detect and mitigate cyber threats.

Expand research on edge computing applications in Cameroon’s telecom and financial sectors.

Strengthen public-private partnerships to improve cloud security infrastructure.

A structured literature review was conducted using academic databases such as IEEE Xplore, ACM Digital Library, ScienceDirect,
and SpringerLink, focusing on peer-reviewed publications between 2018 and 2024. Keywords included: cloud computing security,
edge computing threats, zero-trust architecture, confidential computing, and blockchain security for distributed systems.
Inclusion criteria:

Publications between 2018-2024.

Relevance to cloud/edge security.

Studies with theoretical, empirical, or architectural contributions.
Exclusion criteria:

Works not focused on security.

Papers limited to purely hardware-specific solutions.

Threat Modeling

Threat Modeling Setup Using STRIDE: In order to identify, classify, and mitigate security threats in the CamTel-based cloud-
edge infrastructure, we adopt the STRIDE threat modeling framework, widely used for assessing distributed systems. The model
was applied across three architectural layers: Cloud Layer, Edge Layer, and Device Layer.
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System Overview for Modeling

The target architecture consists of:

A national cloud backbone hosted by Camtel.

A network of edge data centers serving urban and semi-urban populations.
End devices including 10T sensors, mobile terminals, and enterprise gateways.

Core security components: TLS encryption, Trusted Execution Environments (TEE), Blockchain-based audit, and Al-enhanced
Intrusion Detection Systems (Al-IDS).

STRIDE Threat Classification Table

Layer STRIDE Category  Threat Example Mitigation Strategy
Spoofing Attackers impersonate API clients Mutual TLS, OAuth tokens
{6l Tampering Modifying VM images or container registries Immutable infrastructure, integrity
checks
®{[o[lsfN Repudiation Undeniable administrative actions on virtual Blockchain logging, digital signatures
resources
Edge Information Data leakage from edge cache or temporary storage TEE isolation, AES-256 storage
Disclosure encryption
=6s:8 Denial of Service Saturation of edge compute nodes via malformed Rate limiting, anomaly detection via
requests Al-IDS
LYW= Elevation of Malware gaining root access on loT endpoints Secure boot, OTA firmware integrity
Privilege checks

Table_2: Threat Classification by STRIDE

Threat Modeling Tools Used

Microsoft Threat Modeling Tool 2023: Used for STRIDE-based diagrams and auto-generated threat trees.
Draw.io: For creating custom architecture diagrams and data flow representations.

OWASP Threat Dragon: For cross-validation with OWASP Top 10 and Edge-specific threats.

Key Observations

The Edge Layer was found to be the most vulnerable due to limited physical security and resource constraints.
Repudiation and Tampering threats were more severe at the Cloud Layer, especially with admin-level operations.
Al-IDS proved effective at detecting DoS patterns, but still requires further training for zero-day spoofing attempts.

The STRIDE model (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege)
was applied to identify potential vulnerabilities in typical cloud and edge architectures. Specific emphasis was placed on:

- Cloud-based threat vectors: API vulnerabilities, VM escape, insecure interfaces.

- Edge-specific threats: device hijacking, insecure update channels, rogue edge nodes.

Each threat was mapped to known attack scenarios and evaluated for impact and likelihood using a qualitative risk assessment
matrix.

Experimental Design

To validate the proposed security architecture for Cameroon's national cloud and edge infrastructure, we designed a multi-layered
experimental testbed that replicates real-world cloud-to-edge deployment scenarios, focusing on performance, security, and
system overhead.

Objectives
The experiments aimed to:
Evaluate the trade-offs between security and performance (latency, throughput, power usage).

Test the effectiveness of Al-based intrusion detection systems (Al-1DS) at the edge layer.
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Measure the overhead introduced by Trusted Execution Environments (TEEs) and Blockchain logging.

Benchmark the entire setup against baseline unsecured configurations.
Testbed Setup

We created a hybrid cloud-edge simulation environment that mimics CamTel’s deployment model using both physical
machines and virtual components.

Component Configuration / Technology

Cloud Nodes 2 VMs on OpenStack with TLS and Docker containers
Edge Nodes 4 Raspberry Pi 4 (8GB RAM) and NVIDIA Jetson Nano
NEWGI OO WA Simulated 4G/LTE and fiber (using NetEm and iperf)

Security Modules Intel SGX (via Graphene-SGX), Blockchain (Hyperledger), Al-IDS (CNN model)

Dataset for Al-IDS CICIDS2017 and NSL-KDD

Table3_Tesbed setup

Performance Metrics

We measured both system-level and security-level metrics:

Latency (ms): Time between request initiation and response.

Throughput (Mbps): Amount of data successfully transferred per second.
Power Consumption (W): Monitored using USB meters on edge devices.
Accuracy (%0): Detection accuracy of Al-IDS.

TEE Overhead (%0): Latency or CPU usage increase due to SGX enclaves.
Blockchain Latency (ms): Delay in logging and retrieving events.
Experimental Scenarios

We evaluated the system under the following test cases:

Scenario Description

Baseline No security features enabled
TLS + Al-IDS only Secured communication and anomaly detection

TEE only Critical operations in secure enclave

== A RS el ol e Full stack security enabled

Table_4: Scenarios experimentations

Each scenario was tested over 100 simulation runs, with both benign and attack traffic injected using CICIDS2017 patterns
(DDoS, port scans, brute force).

Results Summary

Here is a brief snapshot of the comparative results (averaged over 100 tests):

Scenario Latency Throughput Power Al-IDS Accuracy TEE Overhead
(ms) (Mbps) (W) (%) (%)

B > % (S NAL e
50 3.3 95.1 0

TLS + AlI-IDS 40 . .
TEE only - |
45 4.0 94.2

Full Stack (TEE + AI-IDS + JE8 +48%
BC)

Table_5 : Summary results
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Observations

Al-IDS demonstrated high accuracy (~95%) with minimal latency increase.
TEEs introduced significant latency (up to 48% overhead), but provided strong isolation.
Blockchain logging was useful for non-repudiation but introduced moderate delays.

The full-stack secure configuration remains viable for urban CamTel networks where latency sensitivity is lower than in real-
time industrial applications.

Security Implementations and Tools

To ensure end-to-end security across the cloud and edge layers of the Cameroonian national infrastructure, we implemented a multi-
layered defense framework incorporating encryption, trusted computing, distributed auditability, and Al-based threat detection.
This section outlines the core tools and technologies used.

Transport Layer Security (TLS)

Purpose: Secure communication between cloud-edge, edge-device, and user interfaces.
Implementation: We used OpenSSL 3.0 with mutual TLS (mTLS) to authenticate both client and server ends.
Features :

Perfect Forward Secrecy (PFS)

Certificate pinning to prevent MitM attacks

Deployment Tool: Nginx reverse proxy with TLS termination

Trusted Execution Environment (TEE)

Purpose: Provide hardware-isolated execution for sensitive operations.

Platform: Intel SGX, simulated using Graphene-SGX runtime on x86 cloud nodes.
Usage :

Al-IDS model inference runs inside enclaves to prevent model tampering

Critical data decryption routines isolated from host OS

Validation: SGX attestation keys used to verify enclave integrity

Al-Enhanced Intrusion Detection System (Al-1DS)

Purpose: Detect and classify anomalies and known attacks in real-time.

Model: Convolutional Neural Network (CNN)

Dataset: Trained and validated on CICIDS2017 and NSL-KDD

Deployment :

Edge-side inference using TensorFlow Lite

Model integrated into the firewall layer of edge routers

Performance: Achieved over 95% accuracy on detection tasks with sub-second inference time
Blockchain for Audit Logging

Purpose: Ensure non-repudiation, integrity, and tamper-proof logs for security events.
Framework : Hyperledger Fabric v2.5

Use Cases :

Log AI-IDS alerts with cryptographic signatures

Trace access to secure enclaves and key infrastructure commands

Design :

Private blockchain with 4 peer nodes (2 at the cloud, 2 at edge)

Each peer node validates and appends audit transactions

www.ijltemas.in Page 519



INTERNATIONAL JOURNAL OF LATEST TECHNOLOGY IN ENGINEERING,

ISSN 2278-2540 | DOI: 10.51583/IJLTEMAS | Volume XIV, Issue V, May 2025
Network Simulation and Testing Tools

NetEm: Simulate latency, jitter, and packet loss on Linux routers to mimic real Cameroonian conditions (urban vs rural).
Iperf3: Measure network throughput across testbed.

Wireshark: Inspect TLS handshake, verify encryption in transit.

PowerTOP: Analyze power usage during edge operations.

Docker + Kubernetes: Container orchestration and isolation across services.

Security Toolchain Summary

Component Tool/Technology Role

(O] Ul o= T RSTEbI gl TLS (OpenSSL, Nginx) Encrypt data in motion

Trusted Execution Intel SGX, Graphene-SGX Hardware-isolated computation
Threat Detection TensorFlow Lite (CNN model) Real-time anomaly detection
Auditability Hyperledger Fabric Immutable security event logs
Simulation & Testing NetEm, Iperf3, Wireshark Performance and network analysis

DL o] (Ve S EToId &8 Docker, Kubernetes Scalable cloud/edge architecture

Table_6: Security Toolchain
Architecture Diagram (Cloud-Edge-Devices)

from graphviz import Digraph

# Create directed graph
arch = Digraph(’'Cloud-Edge-Devices"', format="png")
arch.attr(rankdir="LR", size='18,6")

# Define layers
with arch.subgraph(name='cluster cloud®) as c:
c.attr(label="CLOUD LAYER', style="filled', color="lightblue1")
c.node( "cloud’, "e Central Servers\ne AI Training\ne Global Storage\ne API Management')

with arch.subgraph(name='cluster edge’') as e:
e.attr(label="EDGE LAYER', style="filled®, color="palegreen2’)
e.node( 'edge’', '+ Edge Gateways\ne Local Processing\ne Data Filtering\ne Real-time Decisions')

with arch.subgraph(name="'cluster devices') as d:
d.attr(label="DEVICE LAYER', color='peachpuff2’', style="filled')
d.node('devices', '« Sensors\ne Actuators\ne Microcontrollers\ne Embedded Systems')

# Define connections

arch.edge( 'cloud’, ‘'edge', label="Model Updates\nPolicy Deployment', style="dashed')
arch.edge( 'edge’, 'cloud', label='Aggregated Data\nAnomaly Reports')

arch.edge( 'edge’, 'devices', label='Control Commands\nFirmware Updates®)

arch.edge( 'devices', ‘edge’', label='"Raw Sensor Data\nDevice Telemetry')

# Add network labels

arch.node{ wan’, ‘WaAN\n(Internet)’', shape='plaintext', width='"©.5")
arch.node("lan’', "'LAN\n{Local MNetwork)', shape='plaintext', width='®.5")
arch.edge('wan', 'edge’, style='invis')

arch.edge("lan’, ‘devices’, style="invis')

# Save diagram
arch.render('architecture diagram', wview=True)

Figure_1 : Cloud-Edge-Devices python implementation Experimental Testbed Setup python coding
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import matplotlib.pyplot as plt

from io import BytesIO

import matplotlib.image as mpimg

from PIL import Image, ImageDraw

# Create base image
img = Image.new( 'RGB', (800, 600), (255, 255, 255))
draw = ImageDraw.Draw(img)

# Draw components

components = |
("CLOUD\nAWS EC2\nvirginia", (4ee, 50), "lightblue"),
("EDGE\NNVIDIA Jetson\nx2", (2@, 208), "lightgreen”),
("EDGE\NNVIDIA Jetson\nx2", (66@, 200), "lightgreen"),
("DEVICES\nRaspberry P1 x18", (100, 400), "bisque"),
("DEVICES\nESP32 x50", (700, 400), "bisque")

for text, pos, color in components:
X, ¥ = pos
draw.rectangle([x-80, y-40, x+80, y+40], fill=color, outline="black")
draw.text((x-70, y-10), text, fill="black")

# Draw connections

draw.line([(400,90), (200,170)], fill="red", width=2)
draw.line([(400,90), (600,170)], fill="red", width=2)
draw.line([(200,240), (100,360)], fill="blue", width=2)
draw.line([(600,240), (700,360)], fill="blue", width=2)

# Add labels

draw.text((3ee, 130), "1 Gbps Fiber”, fill="red")
draw.text((150, 300), "Zigbee/LoRaWAN", f111="blue")
draw.text((50e, 300), "Zigbee/LoRaWAN", fill="blue")

# Save PNG
img.save( ' 'testbed setup.png')
print("Testbed diagram saved as 'testbed setup.png'™)

Figure_2: Testbed implementation
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Figure_3: Results Graphical Representations

Evaluation Metrics

The proposed security mechanisms were evaluated based on the following criteria:

Latency overhead (ms)

Throughput impact (transactions/sec)

Detection accuracy (% for IDS systems)

Energy efficiency (Watts consumed on edge devices)

Scalability and fault tolerance

Data collected during simulations were analyzed using statistical tools to validate performance trade-offs and security gains.

Moreover, to assess the effectiveness of the proposed secure cloud and edge architecture, we employed a diverse set of evaluation
metrics encompassing performance, security accuracy, and resource efficiency. These metrics were selected to reflect both
real-world user experience and technical soundness across layers of the infrastructure.
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Performance Metrics

Metric Description Relevance

Latency (ms) Round-trip time for data between device and Crucial for time-sensitive services such as e-health and

cloud or edge node video conferencing
Throughput Volume of successful data transmission per Important for bandwidth-intensive apps like
unit time surveillance and cloud backups

LG B (4] | Percentage of packets lost during transmission  Indicates network reliability and stability

~—~
<
=3

S

L

Description Relevance

AEIBEF AW =A%) Correct detection of normal vs malicious traffic patterns Measures reliability of Al-enhanced
(TP+TN)/(TP+FP+TN+FN) intrusion detection system

False Positive Rate Incorrect classification of benign traffic as malicious Impacts usability and trust in Al-based

(%) security systems

TEE Overhead (%) Additional latency or CPU usage introduced by SGX Determines trade-off for secure
enclaves execution

Blockchain Logging Time added by appending events to the audit ledger Relevant for time-sensitive audit and
Delay (ms) compliance scenarios

Table_8: Security Metrics

Energy and Resource Efficiency Metrics

Metric Description Relevance

Power Consumption Energy usage of edge devices under different security Vital for deployments in power-
(W) configurations constrained rural areas

OOl g AlBEE [ System resource usage for security tasks (Al-IDS, Impacts scalability and concurrent service
(%) SGX, Blockchain) handling

Table_9: Energy and Resource Efficiency Metrics

Quiality of Experience (QoE) — Proposed for Future Work

While this version of the study does not directly measure user-level QoE, we identify it as a critical future metric, including:

Perceived Response Time

Service Availability

User Satisfaction Score (via survey or API feedback logs)

Metric-Use Case Mapping

Use Case Critical Metric(s) Justification

Smart Agriculture Power, Latency Devices run on battery/solar, require low-latency edge analytics
Urban Surveillance Throughput, Al-IDS Accuracy  High-resolution streams + intrusion detection at edge nodes

Latency, TEE Overhead Delay-sensitive interactions, require confidentiality

O [oli[eF STVl g5 Throughput, Blockchain Delay  Bulk data transfers and audit compliance required

Table_10: Used Case Mapping

Python-Code Implementation
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import numpy as np

import matplotlib.pyplot as plt

security mechanisms = [
"Baseline (No Security)”,
"TLS Encryption”,
"Blockchain Auth”,
"AI IDS",
"TEE (Trusted Exec)”

latency = np.array([1e, 30, 45, 35, 50])
throughput = np.array([1eee, 850, 700, 800, 650])
accuracy = np.array([5e, 85, 98, 95, 92])

power = np.array([2.e, 2.5, 3.8, 3.5, 4.9])

fig, axs = plt.subplots(2, 2, figsize=(12, 8))

axs = axs.ravel()

[0].bar(security mechanisms, latency, color="skyblue")
[0].set_title("Latency (ms)™)

axs[@].set _ylabel("Milliseconds™)
[e]

ab]
=
w

.tick params(axis='x", rotation=15)

axs[1].bar(security mechanisms, throughput, color="orange")
axs[1].set_title("Throughput (reqg/sec)™)
axs[1].set_ylabel("Requests/sec")

axs[1].tick params(axis='x", rotation=15)
axs[2].bar(security mechanisms, accuracy, color='green')
axs[2].set_title("Detection Accuracy (%)")
axs[2].set_ylabel("Accuracy (%)")

axs[2].tick params(axis='x", rotation=15)

www.ijltemas.in Page 524



INTERNATIONAL JOURNAL OF LATEST TECHNOLOGY IN ENGINEERING,

ISSN 2278-2540 | DOI: 10.51583/IJLTEMAS | Volume X1V, Issue V, May 2025

axs[3].bar(security _mechanisms, power, color='red")
axs[3].set_title("Power Consumption (Watts)"™)
axs[2].set _ylabel("watts")

axs[3].tick params(axis="x', rotation=15)

plt.tight layout()

plt.savefig("Security Metrics Simulation.png™)

Figure_4: Coding System
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Figure_5: Graphical Results
1V. Results

This section presents the results of experiments conducted to evaluate the security and performance of different mechanisms
applied to a simulated cloud-edge infrastructure.

Latency and Throughput

The introduction of TLS encryption increased latency from 10ms to 30ms, while Blockchain Authentication and Trusted
Execution Environments (TEES) resulted in even higher latencies of 45ms and 50ms, respectively. Throughput decreased
accordingly, from a baseline of 1000 requests/sec to 850 for TLS and down to 650 with TEES.

Detection Accuracy

Al-enhanced Intrusion Detection Systems (IDS) achieved the highest detection accuracy at 95%, followed by TEE-based
approaches at 92%. In contrast, baseline systems had minimal detection capabilities, around 50%.

Power Consumption

Edge-based implementations led to increased power consumption—from 2.0 Watts in the baseline configuration to 4.0 Watts with
TEEs. The Al-based IDS also had higher energy demands at 3.5 Watts, which is significant for battery-powered edge devices.
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Security-Performance Trade-offs

The results demonstrate that while enhanced security mechanisms improve system robustness, they introduce performance and
energy trade-offs. Decision-makers must weigh these factors based on the application context. For instance, healthcare edge
devices may prioritize data integrity and confidentiality, while industrial systems may require real-time responsiveness with
minimal latency.

Summary Table

Mechanism Latency (ms) Throughput (reg/sec) Accuracy (%) Power (Watts)

Baseline (No Security) [BE0)
TLS Encryption

Al IDS
TEE (Trusted Exec)

Table_11: Summary of mechanisms

30
°
35
50

This paper makes the following key contributions:

Contextualized Security Framework for Cameroon: We design and evaluate a secure cloud—edge architecture tailored to the
Cameroonian national infrastructure, addressing local constraints such as bandwidth variability, energy limitations, and urban—rural
deployment gaps.

Integration of Multi-Layered Security Technologies: We implement and validate a layered security approach combining TLS
encryption, Trusted Execution Environments (TEES), Blockchain-based logging, and Al-powered Intrusion Detection Systems
across cloud and edge nodes.

Al-Enhanced Threat Detection: We deploy a lightweight Convolutional Neural Network (CNN)-based IDS at the edge, trained
on CICIDS2017 and NSL-KDD datasets, achieving over 95% detection accuracy while maintaining real-time inference capability.

Experimental Testbed and Performance Evaluation: Through a containerized testbed using Docker and Kubernetes, we simulate
realistic workloads and network conditions, measuring latency, throughput, power consumption, and resource usage under various
security configurations.

STRIDE-Based Threat Modeling: We apply the STRIDE model to identify and mitigate threats across authentication, data
integrity, denial of service, information disclosure, and privilege escalation in the proposed architecture.

Evaluation Metrics Mapped to Use Cases: We define and use application-specific metrics to assess the architecture’s suitability
for telemedicine, smart agriculture, urban surveillance, and cloud backup scenarios in Cameroon.

Actionable Research Roadmap: We propose next steps including pilot deployment with Camtel, integration of user QoE metrics,
and public-private testbed creation to further validate the proposed framework in real environments.

V. Conclusion

The experimental evaluation of security mechanisms across cloud and edge environments highlights the crucial trade-offs between
security, performance, and energy consumption. While advanced techniques such as Al-based Intrusion Detection Systems (IDS)
and Trusted Execution Environments (TEES) significantly enhance detection accuracy and system integrity, they come with
increased latency from 10ms to 30ms and power usage from 2.0 Watts in the baseline configuration to 4.0 Watts.

TLS encryption provides a moderate balance, offering enhanced security with relatively low overhead, making it suitable for
general-purpose applications. Blockchain-based authentication strengthens identity verification but introduces higher latency and
complexity, which may not be ideal for latency-sensitive edge use cases.

Overall, no single mechanism offers a one-size-fits-all solution. The selection of appropriate security measures should be context-
driven, factoring in application-specific requirements such as latency sensitivity, energy availability, data criticality, and cost
constraints.

Ultimately, the study underscores the importance of a hybrid, adaptive security architecture that can dynamically balance
performance and protection to meet evolving business and operational needs in distributed computing environments.

Future Work and Research Directions

To build upon the insights and experimental validations presented in this study, future efforts will focus on the following key
directions:
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Deployment in Urban Networks: Implement and test the proposed secure cloud-edge architecture in real-world urban
environments across Cameroon to assess scalability and interoperability under live conditions.

User-Centric QoE Evaluation: Extend the evaluation framework to include Quality of Experience (QOE) metrics, allowing
correlation between system-level KPIs (e.g., latency, availability) and actual end-user satisfaction across domains such as e-health
and smart cities.

Public-Private Testbed Collaboration with CamTel: Initiate a pilot testbed project in partnership with Camtel, enabling both
research-driven and enterprise-grade validation of secure edge-cloud orchestration using Al, TEEs, and blockchain technologies.
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Abbreviations

N~ wWNE

9.
10.
11.

NSL-KDD: "Network Security Laboratory — Knowledge Discovery in Databases"
IDS: Intrusion Detection System.

FL: Federated Learning

FL-IDS: Federated Learning-based Intrusion Detection System
ROC: Receiver Operating Characteristic curve

AUC: Area Under the Curve

DL: Deep Learning

CPU: Central Processing Unit

RAM: Random Access Memory

TFF: TensorFlow Federated

Al: Artificial Intelligence
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