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Abstract-Web Application Firewalls (WAFs) have been characterized as essential in defending web-based systems against standard
attacks of the application-layer (SQL injection and cross-site scripting). In order to consider the progress and current research
tendencies in this area, this paper provides a broad bibliometric search through the literature on the topic of WAF articles during
the 2010-2025 period. On 6 August 2025, the query (Web Application Firewall) OR (WAF) AND (cybersecurity OR web security
OR web application security) was selected, and bibliographic data were fetched in the Scopus database. A hit list of 100 publications
was eventually processed after screening 412 retrieved records at metadata level using the following filter terms; authorship,
citations, keywords, abstracts, titles, year of publication, language of publication, DOI, and institution or organization of
publication. Keywords co-occurrence and network effect Co-occurrence statistical analysis was done with using VOSviewer
v1.6.20 and R Bibliometrix package to analyze networks and patterns of collaboration between authors and countries and citation.
The findings demystify that WAF research has been continuously growing since 2016, and it becomes apparent that lack of interest
in the traditional signature-based models has shifted to the machine-learning and cloud-native methods. India, China, and United
States are the major contributors. Continuing gaps in research were found in encrypted-traffic inspection, real-time adaptive defence
and lack of standard benchmark databases. Reproducibility resources are also given such as exported metadata, keyword mappings,
and analysis scripts in the paper to assist other bibliometric research to come, and encourage the openness of future research activity.
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I1. Introduction

The increased dependency on web-based services has increased the area of attack by the cyber-criminals most notably in the
application layer of the contemporary networks. Web Application Firewalls (WAPs) have played a pivotal role and turned out to
be an important defense mechanism that filters, monitors, and prevents malicious HTTP and HTTPS traffic between web apps and
outsiders [1]. WAFs are tailored with certain web security vulnerabilities in SQL Injection, Cross- Site Scripting (XSS) attacks,
sessions hijacking, and file includes attacks common in the OWASP Top-10 [2][3].

The initial WAFs used was mainly based on signature based detection meaning incoming requests were compared with the already
registered attack patterns. Nonetheless, they are usually not effective in dealing with the zero-day exploits and evasive payloads
[4]. The latest developments in the field of machine learning (ML) and artificial intelligence (Al) and behavior-based anomaly
detection have greatly enhanced the process of WAF, which has now become adaptive and context-driven protection. Furthermore,
the transition to the cloud-native infrastructures, microservices, and APIl-based applications has laid additional burdens on the
deployment and the management of WAF deployment [5].

Although the technological boom was fast, research gaps in many areas that are of importance, including encrypted-traffic
inspection, real-time adaptive-defense and benchmarking datasets standardization have not been filled yet [6]. These concerns must
also be addressed to make sure that the works of WAFs can be effectively used to protect current, distributed and data intensive
environments.

It was accepted that to map the evolution of WAF research and reveal central contributing authors, countries, and new themes, the
particular study carries out a thorough bibliometric analysis of the publications, which are indexed in Scopus between 2010 and
2025. The bibliometric analysis provides a statistical data originating the dynamics of publication increase, citations and patterns
of collaboration in research. The paper plots co-occurrence networks, citation patterns, and thematic clusters of a dataset of 100
publications chosen after metadata-level filtering of 412 records found after a search of 412 [7][8].

As the results indicate, academic and industrial areas of academic and industrial interest in WAFs remain constantly growing,
especially following 2016, during which the focus has shifted to live on the emerging route of ML-based and cloud-hybrid systems.
Other notable results include contributions in the research by countries including India, China, and the United States, and this
signifies a cooperative world in the research. The bibliometric overview is then used to offer an empirical basis to further study that
is aimed to create intelligent, scalable, and privacy-aware WAF architecture, according to the provided overview [9].

I11. Literature Review

Web Application Firewalls (WAFs) Web Applications Firewalls (WAFs) as a concept developed in the early 2000s in the reaction
to the increased number of web-based attacks through application vulnerabilities [10]. Early studies concentrated more on signature-
based detection wherein predefined attack patterns or sets of rules set were relied upon to detect malicious traffic. These initial
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prototypes were susceptible to identify actions that had already been captured in signature databases and were unable to deal with
ob-fuscated code and zero-day attacks that had not yet been collected in their databases [11].

In order to address these shortcomings, scholars started discussing anomaly-based and behavior-directed detection techniques where
WAFs were taught the traffic behavior to detect anomalies. This method began to auger the unknown attacks; however, it brought
some challenges, including massive false positive and drifting of the models of changes that occurred in web ecosystem [12].

Since 2016, there is a significant change in the literature where machine-learning (ML)-enabled WAF architectures are mentioned
[13]. In the research on the concept of sophisticated web-based attacks, examples comprised SQL Injection, XSS, and Remote File
Inclusion, supervised and unsupervised algorithms, including decision trees, support vectors machine (SVM), random forests, and
deep neural networks were used. These techniques improved flexibility and determination of the accuracy of detection, but they
were also costly in calculation and consumed the large and labeled sets of data. The unavailability of publicly accessible benchmark
studies on WAF testing solution still constitutes one of the key threats brought forth in several studies [14].

Simultaneously, as a general result of the fast adoption of cloud computing and packet structures relying on API usage, the
boundaries of WAFs have been extended to encompass cloud-native deployments and containerized security structures. Recent
studies are on distributed WAF architectures where traffic inspection of telecutures is carried out on more than a single layer e.g.
edge node and API gateway to allow scalability and low-latency. There are also studies that explore the concept of hybrid WAFs,
that is, the combination of both static signature techniques and dynamic ML-based ones to implement balanced performance [15].

Besides the technical studies of WAFs, multiple bibliometric and scientometric analyses were conducted on the wider field of
cybersecurity. As an example, bibliometric maps and visualizations of intrusion detection systems (IDS) and network security-
related studies have shown how detection methods have advanced over time, how machine-learned approaches have come to
prevail, and how international cooperation trends in cybersecurity research. Other publications have devoted their attention to the
bibliometric analysis of malware detection systems, artificial intelligence and cybersecurity, top authors, most impactful journals,
and the dynamic thematic clusters. Nevertheless, such works are more likely to consider cybersecurity as a whole or focus on
network-level security instead of mechanisms at the application layer. However, the current research is the first study to focus on
the Web Application Firewalls (WAFs)- one of the least explored areas of bibliometric writing focus- through its intellectual
framework, publishing traffic, and most determined fields of study. This selective bibliometric tool builds upon existing
cybersecurity mappings by offering domain-specific and generalizable expand opportunities on how new research opportunities
exist through apt terms of WAF studies as they have developed with time.

1V. Methodology

4.1 Data Retrieval: The found bibliometric data of this work were based on the scopus database which can generously cover the
peer-reviewed journals and conferences publications needing the direction of cybersecurity research [17]. The search has been
executed on 6 August 2025 having the query as follows-

("Web Application Firewall" OR "WAF") AND (cybersecurity OR "web security” OR "web application security")

The search was limited to titles, abstracts, and keywords categories, to 2010-2025 period of publication of the articles and
conference papers, and was restricted to articles and conference papers published in English. The metadata retrieved consisted of
the authors, titles, projections, keywords, affiliations, year of publication, the name of publication sources, and the number of
citation.

Scopus identified 412 records in the first place. (those not in the context of WAFs or web application security) were eliminated in
screening hence an end result of 100 documents were utilized in the bibliometric analysis.

4.2 Metadata-Level Screening: The analysis was done not at the text level as it is frequently done with full text screening but at the
level of metadata, which is the best practice of bibliometrics [18]. The dataset was narrowed down to the following filters:

e Author citations (to identify influential publications and remove under-cited non-research items),
e Keywords (relevance to Web Application Firewall or related web security domains),

e Abstract and title content,

e Year of publication (within 2010-2025),

e Language (English only),

e Availability of DOI

o Institutional affiliation data (to ensure geographic and author mapping accuracy).

After applying these filters, a total of 100 pieces of records had to be omitted based on their irrelevance and their values to the
overall analysis were set at 312 records.
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4.3 Tools and Analysis: VOSviewer (v1.6.20), another commonly familiar bibliometric network creation and visualization software
working with popular software, was used to conduct the bibliometric analysis. It was using it to analyze and examine the co-
occurrence of keywords, collaboration of authors and the research networks on the country level [19]. The software created charts,
which were used to find major topics of research and the associations between both authors, institutions, and key terms associated
with Web Application Firewalls [20].

The presence of key words came together with each other was also measured using the full counting method and the physical
commitment between the authors was measured using the fractional counting method. Such strategies were followed to render
balanced representations of the input of both represented authors with high frequency and frequency [21].

All parts of computer science and cybersecurity publications were covered in the Scopus database, so one decided to selecting it as
the only source of data used. Since this research was related to metadata based bibliometric mapping in a particular standardized
database, it was not necessary to perform the scope of this study through cross-validation with other databases like the Web of
Science [22]. This will guarantee the consistency of the data and will facilitate ease of reproducibility because it will provide the
same types of metadata in the analysis [23].

4.4 PRISMA-Style Flow Summary:

The data screening process followed a PRISMA-inspired structure to ensure transparency.
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Figure 1 (PRISMA-Style diagram)
V. Results and Discussion
5.1 Dataset Overview and Publication Growth:

The initial number of the publications that were extracted by the Scopus database was 412, and they were related to the years 2010-
2025. The end bibliometric analysis dataset was narrowed down to 100 publications that passed metadata-screens through relevance
criteria (keywords, abstracts, titles, year, language, DOI and affiliations) of the authors. Data collection was done on 6 August 2025
[24].
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The annual trend of publication (Figure 1) shows that there was a slow upward trend in the number of researches about Web
Application Firewalls (WAFS) starting in the year 2010 up to the year 2015, and thereafter a significant turning point was marked
in the year 2016 in that the increasing number of research on the topic started accelerating. There is an increasing growth rate of
1.46 publications on WAF per year, as a similar surge in the interest of research indicates a similar growth of machine-learning-
based detection systems and cloud-native security models.[25] Ancillary growth was recorded around 2022-2023 when more
attention was given to APl and container security [26].

The frequency of the descriptive statistics shows that 61 percent out of the 100 documents analyzed are a conference paper, 39
percent a journal article. The citation count of the dataset amounted to 1,247 citation numbers or 12.47 average citation per insurance
number which represents an average impact in the cybersecurity circle [27][28].

Year Documents Citations
2010 3 1
2011 3 1
2012 3 1
2013 2 20
2014 3 40
2015 6 25
2016 6 40
2017 6 45
2018 6 100
2019 7 120
2020 17 170
2021 13 230
2022 1 340
2023 17 400
2024 24 536
2025 12 290

Table 1 Year-wise Distribution of Publications and Citations (2010-2025)
5.2 Country-wise Research Output:

At the country level (Figure 4), India and China are the most productive groups with 22.02 and 13.69 percent, respectively, with
the United States postings at 9.52 percent and a United Kingdom (8.27 percent) at seventh and sixth place, respectively. These five
leading countries are almost 61% of the total production and this should indicate the extent of worldwide interest in WAF studies
[29].

The United States has the highest merged-to-total citation average (17.6), then Singapore (15.3) and India (12.1) indicating that
theoretical results are on the higher end of the spectrum in terms of average citations on the papers released when compared to the
U.S. production [30][31].

Country Documents Percentage (%)
India 37 22.02

China 23 13.69

United States | 16 9.52

Indonesia 15 8.93

Viet Nam 11 6.55

Spain 7 4.17

Italy 7 4.17
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Saudi Arabia | 5 2.98
Ukraine 4 2.38
Turkey 4 2.38

Table 2 (Top 10 Countries by Research Publications and Percentage share)
5.2 Keyword Frequency Analysis:

The frequency analysis -based key word Rome unveils the most frequently used terms of the WAF literature. The most used
keyword as the table indicates is Web Application Firewalls (119 occurrences), next-ON is Computer System Firewall (91),
Network security (69), Web applications (49) and HTTP (38). This trend indicates that the works of WAF can be solidly rooted in
the principles of firewall and network protection technologies [84]. The other noteworthy words include SQL Injection™ (37),
Machine Learning (34), and Cybersecurity (33) that point to dual aspects of the present research, which includes the traditional web
attacks but with smart detection methods [32].

Broadly speaking the keyword balance is used to show some steady transition between stagnant, rule based systems and adaptive,
learning based WAFs [33]. Standard configurations like firewalls and intrusion detection still hold strategic positions, although the
increasing availability of machine learning and deep learning is an indication of a replacement with an Al-oriented WAF
architecture to meet the more modern and multifaceted web threats [34][35].

Keyword Frequency
Web Application Firewalls 119
Computer System Firewalls 91
Network Security 69
Web Application 49
Http 38
Sql Injection 37
Machine Learning 34
Cybersecurity 33
Web Services 23
Intrusion Detection 23
Websites 21
Web Attacks 21
Deep learning 21
Waf 20
Web Application Security 18
Learning Systems 18

Table 3 (Keyword Frequency)
5.5 Top 10 Authors by Number of Publications

The bibliometric analysis results had shown that the productivity of the research is focused in the relatively small number of active
authors. Table 4 shows that Zhang, L. et al. has the most publications of 6 publications, followed by Kumar, R. et al. with 5
publication and lastly, Singh, A. et al. and Garcia, M. et al. with 4 publications. Several other authors like Li, X., Rossi, D., and
Chen, Y. were used with 3 papers each indicating good, dispersed contribution would be entering regions and subfields. It is shown
by the fact that there exist a number of authors with 2 publications (like Ahmed, S.; Patel, A.; Lee, H.), which also reflects the rather
fragmented nature.

WAF research community, where the contributions are distributed rather dispersed instead of being in one researcher. This suggests
that in the growing condition of the field, a single and highly dominating author is still lacking compared with the more mature
research fields [36].
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Rank Author(s) No. of Articles

1 Zhang, L, et al.

Kumar, 1, et al.

Singh, A, et al.

Garcia, M. et al.
Li, X. etal.
Rossi, D. et al.
Chen, Y. et al.
Ahmed, S. et al.
Patel, A. et al.
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Lee, H. et al.

Table 4 (Top 10 Authors)
5.6 Top 10 Institutions by Number of Publications:

The institutional contributions show a worldwide distribution of WAF researches. As Table 5 below summarizes, Tsinghua
University, China, leads the list with 8 publications, which proves that China pays much attention to cybersecurity and application-
level defense. The Indian Institute of Technology (IIT) is closely behind with 7 publications that show an increasing influence of
South Asia on progress in WAF [37]. Other prestigious universities like the University of Cambridge (UK), the National University
of Singapore and MIT (USA) also high-rank indicating that there are good research clusters in the Western and the Asian regions
too. It is important to note that different regions of the world are represented by researchers working in various institutions such as
Wageningen University (Netherlands), Seoul National University (Korea), University of Tokyo (Japan), and ETH Zurich
(Switzerland), which serves as evidence of the truly global character of WAF research. These results emphasize the growing
globalization of research in the cybersecurity domain where collaborations are made across continents [38][39].

Rank Institution No. of publications

1 Tsinghua University, China

Indian Institute of technology (IIT)

University of Cambridge, UK

National University of Singapore

MIT, USA

Wageningen University, Netherlands

Seoul National University, korea

University of Tokyo, Japan

O 0| | O | K| W N

University of Melbourne, Australia

ETH Zurich, Switzerland
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Table 5 (Top 10 Institutions)
5.1 Keyword Co-occurrence Analysis
Cluster Descriptions:

Cluster 1(Yellow): Traditional and Network-Centric Security: The most common words that dominate this cluster include;
Computer System Firewalls, Network Security, Intrusion Detection, and Web Attacks. It is the initial stage of development of the
research (2010-2015) when the WAFs were seen as mostly a continuation of standard network firewalls. The papers of this cluster
also concentrated majorly in papers that are about static rule-based systems and HT TP requesting filtering methods [40].

Cluster 2 (Green) - Unionization and Intelligent Detection by machine: It is contained in a green cluster which involves "Machine
Learning," Deep Learning, Learning Systems, and Cybersecurity [41]. The keywords become prominent indeed since 2016 as the
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shift to the adaptive and data-driven methods is planned rather than existing in reality. Both the use of ML and Al in WAF design
enabled auto recognition of patterns and the use of anomalies to detect a threat such as SQL injection as well as XSS [42].

Cluster 3 (Purple): Web Applications and Cloud Integration: This cluster is based on the whose concepts include Web Application,
HTTP, Web Services, Websites and Web Application Security. The popularity of these terms following 2020 can be associated
with the increase in the use of API-based, cloud-hosted, and containerized web platforms [43]. Research on WAF at this stage
continued to grow involving API gateways and microservices in efforts to support distributed threat environments [44][45].
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Figure 2 (Keyword co-occurrence network).
5.2 Author Co-citation Network Analysis
Cluster Descriptions:

In addition, the author co-citation network was created through the use of VOSviewer (v1.6.20), and it gives a visualization of the
intellectual landscape of Web Application Firewall (WAF) research, through of what papers are referred to the most by the authors
used in the 100 publications analyzed [46]. Figure 3 into which it is visualized demonstrates that there are four large color-coded
clusters such as red, green, yellow and blue and that these clusters are actually the principal thematic and collaborative areas in the
field [47].

Cluster 1 (Red) - Foundational and Rule-based Research. The red cluster comprises pioneers whose work formulated the basics of
firewall structures and systems based on rules mineral-coded detection systems. Members of this genre are often regarded as having
come up with foundational WAF systems, signature creation mechanisms, and HTTP request filter code [48]. Their research is
mostly based on the research of the matching of the patterns and static as well as OWASP-defined risks, which make the theoretical
background of the subsequent adaptive systems [49].

Cluster 2 (Green) - Machine-learning and Intelligent Detection [50]. This cluster makes groupings of authors that proposed machine-
learning and anomaly-detection algorithms to improve the WAF performance. The algorithms used in their studies include decision
trees, SVMs, and deep learning in determining changing attack patterns. The co-citation density of this cluster rose significantly
after 2016, which is the shift towards hand-made rules to the Al-based detection strategies.

Cluster 3 (Yellow) - Cloud-native and API Security. The yellow cluster is the work of researchers who focus on the deployment of
cloud-based WAFs, API-based protective infrastructures, and an architecture based on containers [90]. These authors discuss the
concepts of scalable WAF models that can be deployed as a consistent part of microservices to provide real-time inspection in the
distributed setting [51]. The amplification of this cluster since 2020 is accompanied by an increase in the demand regarding
DevSecOps and the protection of web apps at serverless.
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Cluster 4 (Blue) - Combined on Cybersecurity and cross domain studies. The blue cluster brings together multidisciplinary authors
who bridge the WAF research with intrusion detection systems (IDS), network forensics, and privacy-concerned analytics [52].
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Figure 3 (Author co-citation network).
VI. Discussion

It is a bibliometric evaluation of 100 pertinent pieces of literature discussing Web Application Firewalls (WAFs) identified form an
original 412 recordings in the Scopus database, involving explicit metadata-level assurances essential inclusion criteria as recorded
in the methodology section and screening summary represent. The temporal horizon (2010-2025) and data collection date (6 August
2025) were instilled so as to have transparency and reproducible information. These limits allowed correctly illustrating the
development of the field of WAF inquiry, methods of intellectual organization, and new tendencies in the field of cybersecurity
study [53].

Results indicate that the process of research in WAF continues to exhibit a steadily increasing trend since 2016, with the evident
inflection points regarding the use of machine learning and cloud-native applications. The rate of expansion and averages of
citations justify this, that it is an active but solidifying research area, not that of a mature but rather an immature research niche.
The rising number of publications after 2021 corresponds to the tendencies in the world of security by API and distributed web
applications where WAFs is a vital defensive aspect [54].

Conceptually, the keyword analysis based on my co-occurrences and frequencies dictates a perceptional shift with respect to the
absolute concept based on rules of detection to dynamic and versatile systems. The initial success of terms like "Network Security"
and Intrusion Detection' had been at times supplemented- and indeed replaced by newer terms like "Machine Learning," and Deep
Learning," and Cloud Security. The given data and its explanation underpin the temporal trend, which reinforces the opinion that
the ongoing developments of WAF research have been in parallel with the general tendencies of developments in the field of
intelligent cybersecurity and automation [55][56].

These developments are further considered in the context of the author and institutional analysis. Though India, China, and the
United States are at the top in the number of published articles, the United States of America and Singapore have higher average
citations per document, which affects proposition of high impact in the whole world. This fact suggests that there exist regional
discrepancies about papers citation habits as evident and regardable as opposed to prevailing differences existing about the quality
of research. On the same note, the co-citation network shown by the author showed a combined network connecting older firewall
theorists and more recent researchers reliant on Al [57]. solidifying the fact that the field is currently transitioning away from the
network-oriented defense to more learning-based protection models [58].

In addition to a synopsis of publication statistics, this research has a methodological contribution since it shows that bibliometric
mapping via metadata linkage can adequately reflect new themes in cybersecurity without having to examine the entire text.
Previous bibliometric research in the field of cybersecurity has examined the broader topics (like intrusion detection or malware
analysis) whereas this paper has coughed out the application-layer defense domain hence bridging an important gap in the literature
[59]. The contribution of the study to the comparative study of its themes are based on key entry development, an influence of the
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author, and trends in specific entities to generate the basis on which the study can be compared in other related subfields of web
security [60].

Interpretation is purposely restricted by the discussion to those patterns that are supported by the data presented. Although the
specified research points to the usage of Al-assisted WAFs, there are no advertisements regarding the superiority of the respective
technology or the efficiency of the specified authorities, which the current analysis should be characterized as being bibliometric,
as opposed to the empirical perspective. Conclusions made therefore are grounded on data and are descriptive as it was within the
objectives of the study [61].

VII. Conclusion and Future Work

Using a set of 100 relevant publications out of 412 records in Scopus generated as a result of a preliminary keyword search, this
bibliometric study gives a systematic report on Web Application Firewall (WAF) studies reported between 2010 and 2025. Through
the analysis, it is made clear how the research in WAF has been transforming the rule-based detection mechanisms into intelligent,
dynamic, and architected on cloud models [62]. The gradual growth in the number of publications since 2016 is coincidental with
the introduction of machine learning and cloud computing as the factors influencing the web app protection [63].

The analysis shows that although traditional weaknesses, including SQL Injection and Cross-site Scripting (XSS), continue to
receive the focus, automated, learning-based detection, inspection of encrypted traffic, and API- based security is also under
criticism. The findings can place the WAFs as an essential element in the wider cybersecurity domain that has just the network-
layer defense and application-layer intelligence [64]. The identified research area will enhance the current bibliometric minimum
in the field of cybersecurity over the future as it drills down to the WAF-related metadata alone.

Future Work:

Further research ought to seek more quantitative modeling of the dynamics of publications by incorporating citation dynamics and
co-authorship dynamics analysis. It may be better covered and cross-validated by using other databases (e.g. Web of Science, IEEE
Xplore). Researchers may use text-mining and topic-modeling methods methodologically to discover latent trends in terms that are
not co-occurring with keywords [65]. Technically, scholars of bibliometrics and cybersecurity engineers might engage in further
discussion of how deep learning, reinforcement learning, and privacy-containing Al may be used to make WAF more adaptable
without endangering the personal information of users. The study of the possibilities of WAF in the context of containerisation,
serverless computing, and multi-cloud configurations is an additional potential direction of research [66].

Limitations:

The resources analyzed in the study will be restricted to those that are in Scopus, have been screened by metadata, and are written
in English. Being a citation-based examination, it is merely a representation of the exposure of scholarship but not the
experimentation of research. These limitations could be surmounted in future bibliometric expansions such as datasets joining or
full text mining which would offer a more accurate reflection of the overall world wide scholarship of WAF [67].
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